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Chapter 1

In tro duction

It is generally acknowledged that computer systemsnowadays are univer-
sal and omnipreser. They are crucial to the functionality of systems, for
example,in automotive engineering,in electronic banking, in medical tech-
nology. Our con dence in computer systemsmakestheir reliability of large
social importance. The absenceof irritating and dangerouserrors in them
becomesone of the major factors.

On the one hand soft- and hardware failures can be not hazardousto
our livesbut may have signi cant consequence$or the manufacturers. The
dramatically known bug in Intel Pertium oating-p oint division unit caused
a loss of 475 million US dollar to replace faulty microprocessors. On the
other hand defectsin computer systemscan be really catastrophic. The
causeof the Ariane 5 rocket! crashin 1996wastraced to a bug in the cortrol
software that calculatedthe rocket's position. Despite rigorous testing of the
software, the problem wernt unnoticed.

It is not trivial to ensureoneselfthat a computer systemdoeswhat it is
intendedto do. This task becomeseven harder today whenthe complexity of
computer systemsgrows rapidly. Testingwith variousinputs doesnot su ce
becauseno one, in general, knows all the inputs that might causea system
to fail. Running a systemon all possibleinputs will consumetoo much time.
An alternativ e approad is the formal veri c ation. It exploits mathematical
and logical methodsto provethat a systemis correct. Pioneeredby Dijkstra,
Floyd, Hoare, and others veri cation becomesthe most convincing method
to establish absenceof errors in soft- and hardware.

Verisoft? is a long-term researt project whosemain goal is the formal
veri cation of a complete computer system. The computer system| called
the Academicsystem| basically consistsof hardware, an operating system
and user applications. User programs are written in a high level program-
ming language, a compiler for which is being veried in the frame of the

http://www.arianespace.com
2http:/iwww.v  erisoft.de



project. Togetherwith a compiler seweral libraries which implemert basic
data structures and algorithms on them are provided. This diploma thesis
is aimed at the formal veri cation of a library for strings.

In Verisoft project computer aided veri cation is being performedin or-
der to prevert human errors conducted by the sciertists involved. A variety
of tools is usedto establishthe correctnessof di erent layers of a computer
system. This work involvesthe usageof a generalinteractive theorem prover
Isabelle/HOL. The formal proof of the library wasmadein a veri cation en-
vironment built in this theorem prover. Sincethe machine readable proofs
and speci cations do not t for the paper-and-pencil presenation on the
pagesof this thesis, we intro duce mathematical notations which allow us to
omit somedetails.

Outline

The rest of this thesisis organizedin six chapters.

In Chapter 2 we point out the goalsof this work and the strategy we
use to achieve them. We corntinue with a brief overview of the CO
programming languagewhich we useto implement the target library.
This chapter alsocoversthe basicnotations which appearin the thesis.

In Chapter 3 we de ne the notion of a formal program speci cation
with respect to the Hoare Logic, a formal system which we use for
the veri cation of the library. We presen a set of sound rules for
the establishmen of CO program correctnessand conclude with an
example of the application of theserules.

In Chapter 4 we formalize the idea of referencesand pointer structures
in away it is donein the computer aided veri cation ervironment. We
presen abstract relations betweenimplementation and speci cation of
pointer primitiv eswhich play role of building blocks for the string data
structure.

In Chapter 5 we present an abstraction mapping for strings. We com-
mert details of the library implemenation and specify the functions
formally. We give su cien t invariants and ranking functions for eat
loop of these functions as well.

In Chapter 6 we formally prove the relatively complex function from
the library to give a taste of stepsand techniques we usedfor formal
veri cation with the help of computer aided tools.

Chapter 7 concludeswith a summary of the work.



Chapter 2

Basics

We begin this chapter by setting the goals of this work and sketching the
strategy we useto achieve them. We continue with a brief overview of the CO
programming languagewhich is used for the implementation of the target
library. The chapter is concludedwith the basic notations which we usein
the whole thesis.

2.1 Goals and the Strategy

The goal of this work is to cortinue the work started in [Pre05 in order
to obtain a formally veried C-library for strings. By formal veric ation
we understand the act of proving or disproving the correctnessof a system
implementation with respectto a certain speci ¢ ation using formal methals.
Formal methods refer to mathematically basedtechniquesfor the speci ca-
tion, dewvelopmert and veri cation of computer systems. Sincethe complex-
ity of computer systemsis relatively high, their formal veri cation is feasible
with the help of formal tools | veri cation ernvironments, model cheders,
interactive theorem provers, etc.

We implement the target library in the CO programming language (see
section 2.2 for details).

The speci cation courterpart is formulated in the Veri cation environ-
mert for sequetial imperative programs[Sd05] in Isabelle/HOL [NPWO04].
Since this ernvironment exploits Hoare Logic [Hoa69 we will refer to it
as Hoare Logic environment Isabelle/HOL is a general interactive theo-
rem prover in higher-order logic. The Hoare Logic ervironment and Is-
abelle/HOL are the formal tools we use.

Toreasonabout the implementation correctnesswith respectto the spec-
i cation we automatically translate the CO code into the internal language
of Hoare Logic ervironment. After preciseanalysisof the speci cation and
implementation we annotate ead loop statemert of this translation with
a sucient invariant. Sud annotated implementation together with the
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Figure 2.1: Milestones of obtaining formally veri ed software

speci cation allows to generateveri cation conditions (seesection 3.2.2) in
the Hoare logic ervironment. The interactive proof of these conditions in
Isabelle/HOL nishes the veri cation process.

The overall strategy is depictedin gure 2.1.

2.2 The CO Programming Language

Programming languages, by their own nature, are quickly created and
changed. On the one hand, their ewlution brings the variety of features
which easethe software developmert process. On the other hand, these
featurescomplicate the axiomatization of programming languageconstructs
(seechapter 3), or even make it impossible[Cla79]. Therefore the formal
reasoningabout the programswritten in sud languagesis unfeasible. Op-
positely to the simplicity of program dewvelopmern, program veri cation re-
quires the simplicity of a programming language. The veri cation issues
causedthe design of the CO programming language in the frame of the
Verisoft project.

2.2.1 General Restrictions

The CO programming languageis a restricted version of ANSI C [C99]. In
this thesis we only sketch the signi cant restrictions, the type system, and
the abstract syntax of CO. Additional information about the CO program-
ming languagecan be found in [LPPO5].

The major restrictions are:

no initialization during declarations, exceptfor a constart declaration;



no side-e ects inside expressions;

no function calls inside expressions;

the sizeof arrays is xed at the compile time;

no variable declarationsin functions after the rst statemert;

only onereturn statemert which is the last cortrol commandin eadh
function;

no pointer arithmetic;
no pointers to local variables;
no pointers to functions;

no void pointers, i.e. all pointers are typed.

2.2.2 Type System
The built-in type systemof CO is limited to the four basictypes, namely:

32-bit signedintegers:int = f 231;::::2%1 1g;

Boolean: bool = ftrue , false g;
8-bit signedintegers: char = f 128:::;127.
Basedon these simple typesone can construct complex types. They are:
Typed pointers: typ *x;
Arrays: typ a[size];
Structures: struct styp {typ data};

Heretyp standsfor the basicor complextype,styp | for the newly declared
structural type, and size | for a constart of integer type.

2.2.3 Statemen ts
The statemerts allowed in CO are:

Assignmen t

| = expr,;

The assignmen is possiblebetween expressionsof basic types, struc-
tures, or pointers. The types of left-side expressionl and right-side
expressionexpr must be the same. During the execution of an as-
signmen statemert expressionexpr is evaluated and the value of | is
changedto the value of expr.



Loop

while (cond) { stmts }

The test-condition cond must be of type bool . The executionof aloop
statemert proceedsas follows. First condition cond is evaluated. In
casecond = false the executionis complete. Otherwise, statemerts
stmts are executedand cond is tested again. The action is repeated
until the value of cond becomesfalse .

Conditional

if (cond) { stmts }

if (cond) { stmts 1 } else { stmts 2 }

The test-condition cond must be of type bool. During the execu-
tion of a conditional statemert condition cond is rstly evaluated. In
casecond = true the program execution cortinues with statemerts
stmts (with stmts_1 for the secondvariant of conditional). In case
cond = false the execution of conditional is nished (continueswith
statemerts stmts_2 for the secondvariant).

Function call

| = foo(expr_1, .., expr_n);

The typeof variable | and the typesof all parametersmust respect the
declared signature of the function foo. The function call is executed
in the following way. First actual parametersexpr_1, ..., expr_n
are evaluated, then thesevaluesare assignedto the respective formal
parameters of foo. The function body is executed and the return-
result is assignedto variable | .

Return

return expr;

The return statemert is usedin functions to yield values. The type of
expressionexpr must respect the signature of the function whereit is
used.

Allo cation of dynamic memory

| = new(typ);

The type of variable | must be *typ . The desired behavior of this
statemen is to allocate a block of memory sucient for the size of
type typ during the run-time of a program (see section 4.1 for the
description of dynamic memory medanisms).

2.3 Notation

In this section we intro duce some useful notations for the typeswhich we
will usein the speci cations, an universal container (list), and review some
de nitions from the eld of logic which we will exploit later.



For the whole thesis we de ne the following data types:

f

Q.
Il

f True Falsep;

(o}
Il
=

set of all natural numbersincluding O;

(o}
[y
=

Z set of all integers
Nn et fxjx2 N” X< ng;
Char dZEf Nose:

Thus the set B corresponds to the type-domain of two-valued Boolean
algebra. N and Z are the notations for natural numbers and integers. Note
that the set of natural numbers in our notation includes zero. Therefore
when we say that a number is natural we supposethat it could be zero.
N, is the notation for a set of n consecutive natural humbers starting with
zero. Finally Char is a special data type which is isomorphic to the type
char in CO. It will be basically usedto represent characters in abstract
mathematical notation .

In the speci cations of programs we often need to claim the certain
properties of the sequencesf elemens. For this purposewe introduce an
universal cortainer | an abstract list.

De nition 2.1 (Abstract List) An abstract list of lengthn 2 N whose
elementsare of type T is a mapping

l:Np! T.

An abstact list is uniquely dened by an n-tuple of values
(MO 1AL :::;1[n 1]). As a shorthand for this tuple we use I[0 : n 1].
We denotethe set of all abstract lists of length n of type T by

Lo 1N, To

We denote the empty list for all types by the polymorphic constant

def
(17 LY.

We denotethe set of all abstact lists of type T by

def S

L, LD,

n2N

Note that when it is clear from the corntext that we speak about an
abstract list we omit the adjective \abstract".

!Precisely speaking it represerts ASCI1 codes of characters.



De nition 2.2 (Abstract List Concatenation) Let I[0 : n 1] and
k[0: m 1] be abstract lists whoseelementsare of type T. A concatenation
is a function

LRoLproLrm
such that

[[O:n 1] K[0O:m l]OIZEf (MO, HAL: =+ [n 1L K[O]; K[4]; :::; k[m  1)).

Supmse one wants to concatenate n abstract lists ag;az;:::;an 1, where
a 2 L for 0 i< n. For this purposewe will write:
K def - .
a = a ai; i an 1.
0 i<n

Note that the abstract list concatenationde nition is implicitly quanti-
ed over all n and m. We do not intro duce a new operator for the concate-
nation of a single elemen to a list. In sudh caseswe implicitly transform
this elemen to a list of length one containing this elemer.

In the following de nition we introduce three useful operations on ab-
stract lists. They are the set operation which returns the set of list elemerts,
the reverseoperation which yields the list whoseelemerts order is reversed,
and the length operation.

De nition 2.3 (Op erations on Abstract Lists) The set operation is a
function

S:Ly! 2T
which yields for an abstract list | 2 L ; the set of its elements:

sgo:n 1) % f1[ijjo i< ng.

The reverse operation is a function
1.
Ly! Ly

which yields for an abstract list | 2 L an abstract list obtained by reversing
its elements:

| o:n 1% 0 i 2::::00).
The length operation is a function
jj:Ls! N

whichyieldsfor an abstract list | 2 L ; its length, i.e. the number of elements
it contains:



jio:n 1 £ n.

Let usillustrate thesenotions with an example. Supposean abstract list
| 2 Ly sud that | = (3;1;0;1). The following equalities then hold:

S() = f0;1;3g;
It = (L0,53)
jilji = 4

The de nitions belov ( 2.4-2.8) we will use for the presenation of a
formal system for reasoningabout program correctness(see section 3.2.1)
and for formal modeling of pointer programs (see chapter 4) with their
subsequeh veri cation (refer to chapter 6).

De nition 2.4 (Substitution)  The formula F[x := €] is a substitution
instance of the formula F obtained by replacing all free occurrences of x in
F bye.

Consideran example. Assumeawell-typedformula: F = x | 9x:x"y.
The result of substitution F[x ;= z _x]isz _x | 9x:x " y.
Note that sewral substitutions we will separateby comas,e.g.

Flx = ey = ez = e3] = (F[x = el])ly := ex])[z := eg].

The problem of logical operators precedenceis xed by the following
convertion:

Convention 2.5 (Logical Op erators Precedence) The preceden@ or-
der of logical operators is: ~;_; ! , i.e. conjunction binds stronger than
disjunction which binds stronger than implication.

In particular x_y~z ! u_wisthesameas((x_(y*z)) ! (u_w)).
Also note that all the arithmetic operators bind stronger than logical.

Denition 2.6 (Hilb ert's Choice Operator) LetT be a set. Hilb ert's
choic e operator is a function

"2t T,
suchthat for every subsett T, "(t) yields an elementof t. Formally:
8t22T:(9x2T:x21t) I "(t)2t.

Assumea set of natural numberst = f1;4;6;99. Then the result of the
operation "(t) may be either 1, 4, 6, or 9.



De nition 2.7 (Function Self Comp osition) Letf bea function. Then
f!' for i 2 N denotesan i times self composition of the function f:

( -
fix)= 7 n=e
f1 1 (x)) otherwise
De nition 2.8 (Function Update) Letf : T,y! T, be a function, and
X2 T,y 2 Ty, Wewrite g=f[x! vy]to introduce the new function
g:Ty1! Ty, suchthat for z2 Ty:
y if z= X

9(z) = f(2) otherwise:

10



Chapter 3

Hoare Logic

This chapter gives a notion of a formal program speci cation accordingto
Hoare Logic [Hoa69, a formal system which we use for the veri cation of
the library. The rules for the establishmen of CO program correctnessare
covered and an example of their application is presened.

3.1 Program Specication

One of the most common approacesto program speci cation and veri ca-
tion is the usageof Hoare Logic. Hoare Logic is a formal system dewveloped
by the British computer sciertist C.A.R. Hoare and subsequetly re ned by
Hoare and other researders. In [Hoa69 Hoa71 Hoare proposesan ideathat
all the properties of a program and all the consequencesf its execution can,
in general, be found out from the text of the program itself by the purely
deductive reasoning. Deduction meansthe application of sound inference
rules to sets of valid axioms. Sincein most casesprogram speci cations
play the role of axioms, i.e. the set of equationswe trust in, we start with
a formalization of the idea of speci cation.

3.1.1 Pre- and Postconditions

A program speci cation is the de nition of what a computer program is ex-
pectedto do. A formal program speci cation hasa certain meaningde ned
in mathematical terms. As it follows from section 2.1 we use the language
of higher-order logic in the Hoare Logic environment for the formal speci -
cation of programs. For the paper presenation of the speci cation we for-
mulate the equivalent speci cations using abstract mathematical language.
We continue with the intention of a formal program speci cation.

In general,computer programs can be interpreted asinput/output rela-
tions over a set of con gurations. We call the con gurations of a program
its state space.

11



Denition 3.1 (State Space) A state space of a particular program
is the collection of all:

variables of basic types,

attened structure elds (i.e. every component of a structure is repre-
sental by a seprate item),

the signatures of all functions
of this program together with their types.

Let usillustrate this notion with an example. Considerthe following CO
program:

Listing 3.1: Example of a CO program involving structural types

struct Container f
int info ;
bool flag ;
g;
int X, Y

struct Container c;

int add(int x, int y) f
return X +y;
g

int  main()
c.info

f
= X =+ y’
return 0O

The respective state spaceof this program is:

=(x : Z

\ Z
c.info Z
cflag : B
addx : Z;
add.y Z
resadd z
resmain : Z):

Variables x and y of basictypesare straightforwardly correspond to the
componerts x and y of . Variable ¢ of structural type (Container ) is
represerted by the componerts c_info and c_f lag which directly correspond
to the elds of the structure Container . Parametersof the function add are

12



represerted by the componerts addx and add.y of . We concatenatethe
respective function namesto the namesof formal parametersto distinguish
them from the existing componerts x and y in the state space. Finally
we represen the return-results of functions main and add by res.main and
res.add, respectively. Note that we will drop su xes which correspond to
the namesof functions, e.g. -main, _add, in casewe treat only one function
in the cortext.

Note that we represen basic integer CO types, i.e. int and
unsigned int in the state spaceas abstract unbounded types Z and N.
This follows from the formal model in the Hoare Logic ervironment where
the subtypes are implemented by means of the guards. Although in the
frame of this work we do not use guards information about them can be
found in [Sc05]. As for CO type char it is represetted by Char (recall
section 2.3).

It follows that programsdescribe binary relations over . Therefore one
can consider the variety of all possible programs over  as the powerset
2 .

Oneof the mostimportant properties of programsis whether they behave
aswe supposethem to. The intended behavior of a program can be speci ed
by making general assertionsabout the state spaceof a program after its
execution. These assertions usually do not claim certain values of eadh
variable, but specify general properties of the values and the relationship
betweenthem. In many cases,the validity of a program result dependson
the state spacebeforethe program execution aswell. The properties of the
initial con guration can be speci ed by the sametype of generalassertions.

De nition 3.2 (Assertion) Let be the state sppce. An assertion is a
predicate drawn from the set

A ¥t j . 1 Bg

An assertionwhich describesthe initial values of the variables is called
a precondition. An assertiondescribingthe result of a program execution is
called a postondition. We refer to pre- and postcondition together as the
formal speci c ation.

3.1.2 Hoare Triple

To state the required connectionbetweena program and its speci cation we
intro duce new notation.

De nition 3.3 (Hoare Triple) LetA;B 2 A be pre- and postmnditions
of a program P 2 2 |, where s a state sppce of P. A Hoare triple
fAgP fBgis a function:

A 2 A ! B,

13



such that whenevervalidity of A in the initial state of P implies validity of
B in the terminating state of P, fAg P fBg yields True. More precisely,
there are two interpretations:

a triple fAgP fBg is True in the senseof partial corr ectness if
every terminating computation of P that starts in a state satisfying A
terminates in a state satisfying B ;

atriple fAgP fBgis Truein the senseof total corr ectness if every
computation of P that starts in a state satisfying A terminates, and
its nal state satises B.

Note that idea of the Hoare triple is alsoapplicableto parts of programs.

We elaborate on the program correctnessproofs with respect to these
two criteria in the next section. First we give the proof systemwhich allows
to reasonabout the functional counterpart of programs. This corresponds
to their partial correctness. Then we introduce the notion of loop ranking
functions, which allows us to reasonabout program termination, and there-
fore the total correctnessof programs. In addition to that, we give an idea of
the absene of run-time errors, basically, the errors causedby the over ows
and N ull-pointers dereferencing.We show how the speci cations should be
extendedin order to prove that the errors of this nature do not occur in a
program.

3.2 Program Verication

The deductive reasoningabout the correctnessof a program implementation
with respect to the speci cation requiresa proof system. By the proof sys-
tem we understand a set of sound rules which underline the reasoningabout
computer programs. In this section we presert sucd rules. The choice of
them dependson the choice of the programming language. Sincewe imple-
mert the target library in the CO programming languagethe inferencerules
must respect syntax and semarics of C0O. Theserules were developed and
embeddedin the Hoare Logic ervironment by Scirmer (refer to [Sc05]).
In this thesis we presen their lite versions.

3.2.1 Pro of System

Before we intro duce inferencerules we give the idea of inference.

De nition 3.4 (Inference Rule) Given a set fA1;Az;:::;Ang of valid
premises and a conclusion B, an object
Ai1Ar i Ag
B L
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denotesthat wheneverin the course of some logical derivation the given
premises have been obtainead, the conclusion can be taken for granted as
well. We call such an object an infer ence rule .

Note, that in principle the set of premisescan be empty. In this casewe
write:

B

We introduce the proof system by induction on the program syrntax.
Each of the rules claim a relation betweenpre- and postconditions of a par-
ticular CO statemert and this statemert itself. Therefore in all rules we
assumethe straightforward correspondencebetweenthe variables from the
state spacewhosenameswe write in italic and variables from the program
whosenameswe write in fixed-pitch  font. The former will occurin asser-
tions, the latter | in statemerts of CO.

We will refer to the rules below asto Hoare rules.

Assignmen t

Considerthe assignmen statemert:

X = expr

Any assertionB = f (x) which ewvaluatesto True with the value of x after
the assignmen to x is made, must also hold evaluated with the value of
expr, taken before the assignmen is made. In other words, if f (x) holds

after the assignmem, then f (expr) must hold before. Formally, we write
this exploiting the notion of substitution (de nition 2.4):

Rule 3.5 (Assignmen t) For an assertion B, a variable x, and an expres-
sion expr:

fB[x := expr]g x = expr fBg’

Sequential Comp osition

Let us take the sequetial composition of the parts of a program:
stmts_1; stmts 2

Assumethat the precondition A of stmts_1 holds. If the proved result B °of
stmts_1 is identical with the precondition under which statemerts stmts_2
yield their intended result B, then the composition stmts_1; stmts_2 pro-
ducesthe intended result. Therefore:

Rule 3.6 (Comp osition) For assertionsA, B, B and parts of a program
stmts_1 and stmts_2:
fAgstmts 1fBYy fBYystmts 2fBg
f Agstmts _1;stmts 2fBg
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Loop
Considerthe loop statemert:
while (cond) do { stmts }

The reasoningwhich leads to a formulation of an inferencerule for it is
as follows. SupposeA is an assertion which is true on the completion of
statemerts stmts execution, provided it holds in the initial state of their
execution. Obviously, A is true after any number of iterations of the state-
ments stmts. It is also known that the condition cond is False when the
iteration nally terminates. Furthermore, cond may be assumedto be True
on the initiation of stmts . Formally:

Rule 3.7 (Lo op) For an assertion A, a boolean expression cond, and a
part of a program stmts :

f A" condg stmts fAg
fAgwhile (cond) do f stmts g fA” : condg’

SinceA holds at any point of the loop executionwe call A a loop-invariant.

Conditional
A Hoare triple
fAg if (cond) then { stmts 1 } else { stmts 2 } fBg

can hold only if the following conditions are ful lled. First of all an exe-
cution of statemerts stmts_1 and stmts_2 must lead to a state satisfying
B provided A is satis ed in the initial state. Furthermore accordingto the
semartics of this statemert cond must hold on the initiation of stmts_1 and
: cond must hold beforethe execution of stmts_2. Formally:

Rule 3.8 (Conditional) For assertionsA, B, a boolean expression cond,
and parts of a program stmts_1 and stmts_2:

fA™ condgstmts 1fBg fA " : condgstmts 2fBg
fAgif (cond) then f stmts_1 g else f stmts 2 g fBg’

Function Call

Suppose a function foo is implemented in a CO program with the body
stmts (not including the return statemert):

res_typ foo(typ_ 1 x 1, .., typ_n x_n) {stmts; return res_foo}

whereres_typ , typ_1, :::, typ_n are the typesof the return value and the
formal parametersrespectively and res_foo is the return value.
The idea behind the inferencerule for the call statemert
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| = foo(expr_1, .., expr_n)

is asfollows. Let A be an assertionwhich holds beforethe execution of the
procedurebody stmts . Clearly A whereall ertries of formal parametersare
replacedby the corresponding expressiong(actual parameters) holds before
the call of foo is made. Furthermore an execution of this call leadsto a
state satisfying B only in the casethe execution of statemerts stmts leads
to the state satisfying assertion B where all occurrencesof | are replaced
by the return value of foo . Using the substitution notation (de nition 2.4),
one can write formally:

Rule 3.9 (Call) For assertionsA, B, a variable |, a procedure foo such
that stmts is its body, x1; ::: ; X, are its formal parameters, resf oo s its
return value, and expressionsexpry; :::; exprn:

fAgstmts fBJl := resf odg
fA[X1 1= expry; :::; Xn = expra]gl = foo(expr _1, ..., exprn)fBg

The Rule of Consequence

The last rule we presert in this thesisre ects the basicsof logical reasoning.
We say that assertionA is stronger than A%i A | A°

Let assertion A be stronger than A° and B? be stronger than B. If a
Hoare triple f A%stmts fB% is valid then we obviously can concludethat a
Hoare triple f Agstmts fBg is valid aswell. Formally:

Rule 3.10 (Consequence) For assertionsA; A%B;B%and a part of a pro-
gram stmts :

A | A% fAGstmts fBY B? ! B
fAgstmts fBg ’

The soundnessand completenessresults of such a proof system can be
found in [Apt81].

3.2.2 Weakest Precondition Strategy

Having a proof system,oneneedsa veri cation strategy to proceed. In other
words one should decide how to apply rules in order to obtain a corvinc-
ing correctnessproof. We usethe weakest precondition strategy for formal
veri cation of programs.

We call veri ¢ ation conditions a mathematical lemmata which onehasto
prove in order to get a formal correctnessproof of a program with respect to
its speci cation. Theseveri cation conditions can be expressedoy formulas
in predicate logic. According to the weakest precondition strategy onetakes
a program and its speci cation and appliesthe Hoare rules backwards until
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the program is completely eliminated. During this veri cation conditions
are generated.

The weakest precondition strategy is basedon the weakest precondition
predicate transformer method which wasdeweloped by E.W. Dijkstra [Dij76].
The idea behind it is as follows. Supposeone has a program P and its
postcondition B. The goal is to determine the precondition A% suc that
the triple fA%QP fBg evaluatesto True. In generalthere could be arbitrary
many preconditions A satisfying this criteria. However, there is exactly one
non-redundart precondition describing the maximal set of possibleinitial
states of P, sud that its execution leads to a state satisfying B. Sud
precondition is called the weakest precondition.

Let us considera program composedof n statemerts:

P= stmt 1, stmt 2; ..; stmt.n.

Let A and B beits pre- and postconditions, respectively. Using the weakest
precondition strategy we start with stmt_n and B applying the Composi-
tion rule (3.6) and the Hoare rule which syntactically matchesstmt_n. We
produce A, and accurrulate someveri cation conditions. Ay, is the wealest
precondition for the statemert stmt_n and becomesthe postcondition for
the rest of the program which endswith the statemert n 1. Then we take
this statemert and A, and repeat the procedure. Finally, we end up with
the sequence:

fA1g stmt 1 fAo,g stmt 2 ::: fA,g stmt. n fBg,

and producea list of lemmata. Now one hasto prove the veri cation condi-
tions: the generatedlemmata and alsoA ! Aj. If we succeedin this, we
can be surethat P meetsits speci cation.

Apart from the implication from a precondition to the weakest precon-
dition veri cation conditions are generatedonly for certain statemernts, e.g.
loops. Automatic verication of loop statemerts is very dicult in gen-
eral [Pop03. Therefore, all the loopsin a program have to be annotated
manually with invariants. An invariant is a formula in predicate logic that
holds during ewery iteration of the loop and on its termination.

For instance, for a program cortaining exactly one non-trivial loop, the
application of the wealest precondition strategy leavesthree subgoalsfMNO4]:
implication from the precondition to the invariant, presenation of the in-
variant, and validity of the postcondition upon loop termination.

As soon as all the loops of a program are supplemeried with proper
invariants it is possibleto apply Hoare rules with respect to the wealest
precondition strategy automatically. E cien t algorithms for this exist. In
particular one of them is implemented in the Hoare Logic ervironment of
Isabelle/HOL as the tactic vag®. The details of its behavior can be found
in [S05]. Note that all the proofsin this work involve usageof this tactic.

1V CG stands for Verication Condition Generator.
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We illustrate the details of the wealkest precondition strategy with an
examplein the end of this chapter (section 3.3).

3.2.3 Proving Termination

The two main constructs of the CO programming languagethat may cause
a program not to terminate are loops and recursion. Since we do not use
the latter in the implementation of the library for strings we focus on the
loop termination. The basic idea is to justify termination of a loop by a
well-founded relation over the program state space.

We will specify a well-founded relation by the loop ranking function.
This is a function from the program state spaceto the natural numbers,
such that wheneer it is applied to the two consecutie states of a loop, the
yielded valuesstrictly decrease.

De nition  3.11 (Ranking Function) Let be the state space, and let

o, 1;::: be the sgguene of the states correspnding to the iterations of a
loop whosetermination we haveto prove. A ranking function for this loop
is a function drawn from the set

R ©%j . 1 N~8i: ()< (g
Thus, in order to prove the function with respectto the total correctness
criterion we have to annotate its every loop with the su cien t ranking func-
tion. The veri cation condition generator of the Hoare Logic environment
will automatically generatethe subgoalsasking the userto show that the
ranking function evaluated over the variables of the loop's next state has
the value lessthen being evaluated over the variablesin the current state.

3.2.4 Absence of Run-Time Errors

It is the casethat even the total correctnessproof of a program cannot
give absolute con dence that the program will not fail. The reason for
this is that certain properties of the program can be chedked only during
the execution of this program. Typical run-time faults are array bound
violation, dereferencingN ull pointers or arithmetical over ow.

Fortunately, the techniques introduced in [Sc05] allow us to guard ex-
pressionsof a statemert against run-time faults without running or simu-
lating a program. The concept of guards was implemented in the Hoare
Logic environment. Guards make the potential run-time fault explicit, since
the expressionsn the Hoare Logic environment will never fail becausethey
are ordinary higher-order logic expressionsover the variables of abstract
unboundedtypes,suc asZ, N, etc.

Currently guards are generatedfor:

over ows and under ows of numbers,
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division by zero,
dereferencingof N ull pointer, and
array bound violations.

In order to show that none of the above faults occur, the veri cation condi-
tion generator analysesthe program source code and producesa su cien t
subgoalfor every fault-p otential (sub-) expression?. Usually, thesesubgoals
are straightforward to prove.

For every (sub-) expressionof the form x y with 2 f+; ; ;=g the
subgoalbasically of the form

X y MAXNATor
MININT x y MAXNT

will be generateddepending on the type of the expression. The constarts
MAX_NAMIN_INT and MAX_INTBre de ned depending on the arithmetic of
the underlying macdhine on which a program is supposedto run. During the
veri cation of the string library we assumedthe following values:

MAXNAT L 232 4
MININT %7 23
MAXNT %" 281 4

The generated becauseof guards subgoalsfor the remaining run-time
errors are even simpler. For the division by zero we demand the divisor be
di erent from zero. For the dereferencingof N ull pointer error we require
the pointer to be dereferencedhave the non-N ull value. Finally, for every
array index we prove that it lies within the bounds of array.

3.3 Verication Example

In this section we give a \toy" example of program veri cation using all
previously describedtechniques. We prove the total correctnessof a program
and shaw the absenceof run-time error in it. We considera simple program
which computesa squareof a number via repeated addition. The CO source
code of this program is presened in listing 3.2. We assumevariables x, v,
and z to be of typeint .

Listing 3.2: Computation of a squarevia addition
y =0; z =0; while (z <=x 1) fy =y +2z+1 z =2z + 1g

2By the sutexpression we understand one elemertary operation in the expression ac-
cording to its syntactical tree.
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The program is intended to compute a square of x and store the result
in y provided x is non-negative. Therefore the formal speci cation of the
program is as follows:

A = x 07 x2 MAXNT:
B = y:xz;

whereA is a precondition and B is a postcondition 3. The term x> MAXNT
in A is the necessaryassumptionin order to show the absenceof over ows.

Showing Partial Correctness

The overall processof Hoare rules application accordingto the weakest pre-
condition strategy is depicted in gure 3.1. We denote the wealest precon-
dition to be determined at any step by f ?g. We instantiate this placeholder
with a su cien t condition assoon aspossible. Further | standsfor the loop
invariant. It hasto be invented in order to show the generatedveri cation
conditions.

In this example Hoare rules application terminates yielding four termi-
nating nodes(leavesof the proof-tree). Two of them are easily proved by the
Assignmernt rule. Recall that it doesnot have any premisesand hencethe
proof of a subgoal nishes with an application of this rule. The other two
subgoalsare accurrulated veri cation conditions. We denote them by VC,
and VC3. According to our classi cation they correspond to the preser-
vation of the invariant and to the implication from the invariant to the
postcondition respectively. The remaining rst veri cation condition is the
implication from the precondition A to the weakest precondition. In our
casethe weakest precondition is | [z := O;y := O].

Let ussummarize. The following veri cation conditions haveto beshawvn
in order to establish the correctnessof the program 3.2 with respect to its
formal speci cation:

VCi: A ! 1[z:=0y:=0],
VCyIlNrz x 1V I[z=z+Ly:=y+2 z+1],
VCz: I rz>x 1 ! B.

The invariant which su ces for this function is1 = y =22~z x.
Substituting it aswell as A and B in VC1-V C3 results in three predicate
logic statemerts whosevalidity is trivial to establish.

3We stick to the following convention: whenever we de ne an assertion A 2 A , we
write its de nition in the form A = expr instead of A( ) = expr omitting the argument

2 , astate in which the expressionexpr must be evaluated. The same will hold for
the ranking functions.
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V C, to be proved By Composition, 2 Assignmen
[ J [
Iz x 11V lz=z+Ly=y+2 z+1] fllz:=z+ Ly:=y+ 2 z+ 1]gy=y+2*z+1; z=z+1flg

By Composition, 2 AssignW
[ J

fl{z:= 0;y := 0]gy=0;z=0 flg flrz x  1gy=y+2*z+1; z=z+1flg

Loop V C; to be proved
[ ]
flgwhile (z<=x-1) do fy=y+2*z+1; z=z+1lg fl *z>x 1g Irz>x 1! B

Consequence

f?g while (z<=x-1) do fy=y+2*z+1; z=z+1g fBg

Composition

f?gy=0; z=0; while (z<=x-1) do fy=y+2*z+1; z=z+1g fBg



Showing Termination

In order to prove that the function's loop terminates we annotate it with
the following ranking function:

=X Z

Sincethe variable z is incremerted during the loop the veri cation con-
dition that establishesits termination will be as follows:

X (z+1)<x z

Showing Absence of Overo ws

Five subgoalscorresponding to the (sub-) expressionsof the source code
have to be proven in order to showv the absenceof run-time errors. These
subgoalsare:

MININT x  MAXNT,
wherex2f2 z;y+2 z;y+2 z+1;z+ 1, x 1g.

All of them can be proven from the equation x> MAXNT of the precondi-
tion and from the invariant.
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Chapter 4

Pointer Programs
Veri cation

The string library involves pointer structures. Therefore we formalize in
this chapter the idea of referencesand structures on them. Exploiting this
formalization we present abstraction mapping relations betweenimplemen-
tation and speci cation of pointer primitiv es.

4.1 References and Heap

The methodology of formal reasoningabout complicated pointer data struc-
tures has beenan open researt topic for more then the last 30 years. The
basic idea in all approates goes bad to Burstall [Bur72]. His model of
memory made possible convincing proofs of list and tree algorithms. Re-
nements su cien t for the Hoare Logic are due to Bornat. In particular,

in [Bor00] he proposesan idea of treating data structure componerts as a
collection of variables. This allows to axiomatize the structure eld assign-
ments in the sameway as variable assignmens. Therefore the Hoare rules
stay su cien t. The formalization of this represenation is made by the team
of Mehta and Nipkow [MNO4]. They introduce abstraction mappings that

interpret pointer structures as abstract data types. In this work we follow
their ideas.

Nowadays every mainstream programming language supports dynamic
memory allocation. This is the allocation of memory storage for usein a
computer program during the run-time of that program. Memory is typically
allocated from a large pool of all available unused memory called the heap.
A dynamically allocated object remains in memory until it is deallocated
explicitly, either by the programmer or by a garbagecollector. We sa that
such an object has dynamic lifetime.
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4.1.1 Pointer Structures

An accessto a dynamic object is possiblethrough a pointer, an elemen of
the special data type whosevalue is usedto refer (point) to another value.
We usethe term referenee as a synorym for a pointer.

Dynamic memory provides a exible medanism for represening basic
as well as complex data structures. Nodesin linked structures, e.g. linked
lists and trees, are record-like objects. They consist of named componerts
which we call elds. We distinguish two kinds of elds: elds containing
values (value- elds) and elds containing pointers (pointer- elds).

Consider for instance the following CO structure:

Listing 4.1: Structural type for a singly linked list
struct  Node f
int info;
struct  Node next ;

It represens a typical linked data structure | singly linked list (see
section 4.2.2 for details). The eld info is a value-eld. Conversely the
eld next is a pointer- eld.

4.1.2 Formalization of Pointers

Our model of referencesis basedon the two major principles. We support
i) a simplied version of pointers without pointer arithmetic and
i) unbounded memory that can be allocated on the heap. To emphasize
the former, pointers are not represened by numerical addressesput we in-
troduce a new abstract type Ref. The latter prompts usto de ne this type
isomorphic to natural numbers.

De nition 4.1 (Reference) A reference is an element of the set Ref
which is isomorphic to the set of natural numkbers:

Ref = N.
The elementN ull 2 Ref is isomorphic to 02 N:
Null = 0.

As it follows from [Ste03 almost all approades to formalize pointer
structures exploit some kind of correspondence between the value of an
object and its location in the heap. The location can be represerted by
a reference. We de ne the correspondencebetween referencesand object
valuesby the heap-function. This ideafollows Bornat [Bor0Q] and is suitable
for encading elds of recordsin CO.
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De nition 4.2 (Heap-function) A heap-function for atypeT is afunc-
tion drawn from the set

Hr €'t j :Ref! Tg,
suchthat for all 2 Hy and all pointers p 2 Ref, (p) yields the value which
p points to.
We denote the set of all heap-functions, i.e. the functions from Ref to
any type by

S
H % Hr.

T is atype

The two main properties of our model of heap-functionsare:

1. Heap-functions are total, i.e. their application to any referenceyields
a certain value respecting types.

2. Heap-functionsare uninterpreted in a sensethat we do not know their
return-values.

Thus, an application of heap-functionimplements an idea of dereference,
an operation which yields the value an argumert points to.

4.1.3 Encoding of the Record Fields

We encade the elds of recordsin CO in the following way. Each node of a
pointer structure is represenied by a reference.

For ead value- eld of type T we introduce a heap-function drawn from
the setHy. An application of this function to the referenceyields the value
of the respective eld. This function is usedto assaiate data with nodesof
a pointer structure.

For eath pointer- eld we introduce a heap-function drawn from the set
Hret. Applying this function to the referencewe obtain the someother node
in the pointer structure. This function, therefore, is usedto represen the
links in the pointer structure.

Eacdh of the generatedfunctions we add to the state space of a program
which exploits a respective pointer structure. This can be viewed as an
extension of the de nition 3.1 which we agreeon for the rest of this thesis.

Let us illustrate this with an example. Consider the structure from
listing 4.1. We generatethe following heap functions:

info 2 Hgz;
next 2 Hpget

for the elds info and next respectively.
Supposethat a referenceto this structure is declaredin the CO program:
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struct Node *node;

In our mathematical notation this corresponds to a variable from the
state space:

node?2 Ref.

The accesgo the elds of a record pointed by nodein the CO code is as
follows:

node->info
node->next

Exploiting our notation we can accessthe values of this elds applying
the respective heap-functions. We, therefore, obtain:

info(node) 2 Z;
next(node) 2 Ref:

The assignmen to the elds of recordsin CO:

node->info
node->next

expr_1;
expr_2;

in the mathematical notation correspondsto the heap-function update (def-
inition 2.8):

info info[node! exprq];

next[node! exprs]:

next

We assumethat expr, and expr, are expressionswhich respect types.

4.1.4 Memory Allo cation

The run-time creation of objects requiresa function that yields a new refer-
enceto an object. Recall section2.2.3,in the CO programming languagethis
function is implemented asthe statemert new On the level of speci cation
we de ne in the spirit of [S05] the function new.

De nition 4.3 (New) Let A be a set of referenees. A function
new : 2R¢f | Ref

yields a non-zerm referene, suchthat this referene is not contained in A:

new(A) €' *(Refn(A[ fNullg)).
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Recall that " is the Hilb ert's choice operator (de nition 2.6).

For the bookkeepingof allocated referenceswe support a special variable
allocof typeL po;. We extend the state space of every program with alloc.
The abstract list alloc storesall pointers allocated during the run-time of a
program. Clearly, a newly allocated referencemust not be contained in the
set S(alloc). To support this fact we agreeon the following corvention:

1. For the dynamic allocation of objects we always passthe set S(alloc)
as an argumert for the function new.

2. Each time we allocate a pointer p = new(S(alloc)) we concatenatep
with alloc alloc:= p alloc

This medanism is depicted in gure 4.1.

4.2 Abstraction Mappings

The natural method to prove the correctnessof complex data structures is
asfollows. At rst onedecomposesthe structure into a variety of primitiv es,
i.e. low-level structures. Then operations on these low-level structures are
veried separately Finally, the primitiv es are combined into the initial
structure. Having correct primitiv es and a proved lemmata about their
behavior makesthe veri cation of the complex structure relatively easier. It
is su cien t to prove only the correctnessof the interaction of these veri ed
primitiv es.

The generalapproad to verifying low-level structures is abstraction, i.e.
mapping them to higher-level concepts. Following [MNO4] we de ne seweral
abstractions which play role of building blocks in more involved models, e.g.
our model of strings. These building blocks we use for the speci cation of
functions implementing algorithms for linked structures.

To introduce these abstractions we need an idea of the implementation
and speci cation of a primitiv e. By the implementation of a primitiv e we
understand some structure de ned over the variables and heap-functions.
By the speci cation of a primitiv e we understand an instance of a certain
abstract data type, e.g. a tree or an abstract list whose elemerns are ref-
erences.The concrete examplesof these notions follow with sections4.2.1,
4.2.2,and 4.2.3. For this chapter we will sometimesrefer to implementation
and speci cation of a primitiv e simply asto implemenation and speci ca-
tion. The reader should not confusethem with implementation and speci -
cation of programs. Actually, we will usethe former in speci cations (pre-
and postconditions) of programs.

Our key idea of abstraction mappings is to create a relation between
the implementation and the speci cation of a primitiv e. We model the
implementation of linked structures that we cover in this thesisasa sequence
of referencesobtained by a consecutive application of heap-functions. The
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speci cation courterpart we represen asan abstract list of references.Then
we relate both sequencesdy meansof a predicate which returns True if the
implementation meets the speci cation, and False otherwise. This idea is
concretedin the sectionsbelow.

4.2.1 Path in the Heap

We start with the model of elemenary segmeis of pointer structures. We
will call them paths in the heap. The implementation of a pointer structure
canbede ned with the help of a heap-function 2 H e asfollows. Consider
a directed graph:

G=(V=Ref,E V V).

This graph directly correspondsto the binary relation assaiated with the
function . Its vertexesare referencesand edgesare distinct pairs of refer-
ences.Edgesof G represert the \p oints to" relation. V cortains the special
vertex Null. The out-degreeof this node is zero. The out-degree of eat
other node is exactly one, i.e. a referencecannot point to seweral di erent
locations.

A path in the heap we call a path (in graph-theoretical sense)between
two nodesof G. Clearly, the nodes of such a path can be specied by an
abstract list of referenced 2 L .

For the implementation side considera heap-function 2 Hges. Clearly,
nodesof G are closedunder application of this function. Therefore a succes-
sive application of started in the initial node x 2 V generatesa sequence
of nodes:

X; (X); 2(X); i ™(x).

We are interested in the following property. Given two nodesx;y 2 V
and a heap function 2 Hges doesthe successie application of started
in x end in y and yield a speci ed sequencel[0];I[1];:::;I[n 1] of nodes
of a pointer structure. Note that n is the number of function applications.
Intuitiv ely, this property relates the implementation of a pointer structure
with its speci cation.

To usethis property in the program speci cations we expressit as an
assertion. Thus, formally we de ne a path in the heap asfollows:

Denition 4.4 (Path in the Heap) Letx andy be references, let be a
heap-function for the type Ref, and let | be a list of references. The predicate

Path : Ref Hget Ref Lyzi! B
Path(x; ;y;1) £ (80 i<ijlj: '(x)=I[]~1[i]6 Null)~» Hli(x)=y

yields Truei | is a seguene of references that connects x to y by means of
the heap-function
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Figure 4.2: Relational abstraction of the path in the heap

Recallthat (x) is a self composition of the function (de nition 2.7).
Let us illustrate this notion with an example. Consider gure 4.2. As-
sumethe heap-function 2 Hges With the following properties:

y = (x)
z = ()
u = (2);
v = (u):

Then, for example:

Path(x; ;v;(I[0FI[1L 2} 1[3])) = True
Path(x; ;y;I[0]) = Trueg
Path(v; ;z;(I[2];1[1])) = False

4.2.2 Singly Link ed List

Linked list is one of the fundamertal data structures usedin computer pro-
gramming. It consistsof a sequenceof nodes. Each node contains arbitrary
data elds and one or two referenceswhich point to the next (and/or pre-
vious) node. A linked list is called a self-referential data type becauseit
contains a pointer to another instance of the sametype. Seeral dierent
typesoflinkedlist exist: singly linked lists, doubly linked lists, and circularly
linked lists.
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Figure 4.4: Singly linked list relational abstraction

A singly linked list has one pointer to an instance of the sametype per
node. This referencepoints to the next nodein the list, or to a N ull value if
it is the last node. The conceptof a singly linked list is depictedin gure 4.3,
a typical CO structure for it is presened in listing 4.1.

Assumethe nodesof a singly list are connectedby meansof heap-function
next : Hret. Therefore, sudh a list is nothing but a path in the heap ending
in Null with respect to the function next:

De nition 4.5 (Singly Link ed List) Let x be a referenae, let next be a
heap-function for the type Ref, and let | be a list of references. The predicate
List :Ref Hget Lgg! B
List (x; next; I) def Path(x; next; Null;I)

yields Truei | is the speci c ation of a path in the heap from x to N ull with
respect to the function next.

As an example consider gure 4.4. Supposenext 2 Hges is the heap-
function with the following properties:

y = next(x);
z = next(y);
next(z) = Null:

In casethe referenceson the implementation side are equal to the speci ed
referencesj.e.
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Figure 4.5: Doubly linked list cortaining three integers

x=1[0]» y=I[1] " z=I[2),

the predicate List (x; next; (1[0]; I[1];1[2])) yields True.

Equivalert recursive de nitions of the Path and List abstractions can
be found in [Sh04]. A variety of their propertiesis establishedby Scirmer
and the accunulated lemmata are presered in [S04] as well.

4.2.3 Doubly Link ed List

A more sophisticatedkind of linkedist is a doubly linked list (see gure 4.5).
Each node has two references,one to the previous node and one to the
next. Doubly linked lists require more spaceper node, and their elemertary
operations consumemore madine time. On the other hand, they are often
easierto manipulate becausethey allow sequetial accesgo the list in both
directions. The following CO structure implements the doubly linked list.

Listing 4.2: Structural type for a doubly linked list
struct  Node f

int info;
struct Node next ;
struct Node prev ;

g;

Sinceead node of a doubly linked list hastwo referencests abstraction
exploits two heap-functions. One of them applied to some node of a list
returns its successor,the other | its predecessor. In this work we will
denote this functions by next and prev, respectively.

Analogously to a path in the heap and a singly linked list, a doubly
linked list can be speci ed by an abstract list | of pointers. The references
on the implemertation side can be obtained by the repeated application of
heap-functions next and prev | the rst should yield list | and with the
secondwe should obtain the reversedlist | 1. Formally:

De nition 4.6 (Doubly Link ed List) Letx andy be referenes, let next
and prev be heap-functions for the type Ref, and let | be a list of references.
The predicate
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Figure 4.6: Doubly linked list relational abstraction

dList : Ref Hget Hpet Ref Lgy! B
dList (x; next; prev;y; ) % st (x; next; 1)~ List (y;prev;l 1)
yields True i | is the speci c ation of a singly linked list started in x with

respect to the function next and| ! is the speci ¢ ation of a singly linked list
started in y with respect to the function prev.

An example follows with gure 4.6. Let next 2 Hges and prev 2 Hpget
be heap-functionswith the following properties:

X = prevy);
y = next(x) = prev(z);
Z = next(y);

next(z) = prev(x)= Null:

If the referenceson the implementation side are equal to the specied
referencesij.e.

x=1[0]» y=I[1] " z=I[2),

the predicate dList (x; next; prev; z; (1[0]; I[1]; 1[2])) yields True.
The CO implementation of doubly linked lists, the implementation of ba-
sicalgorithms onthem, and their formal veri cation are presered in [Ngu05.
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Chapter 5

Implemen tation and Formal
Speci cation of the String
Library

We presen implementation and speci cation of the target library in this
chapter. For the implementation side we give data structure and functions
which realize the desired algorithms on strings. We begin the speci cation
side with an abstraction mapping for strings. We give formal speci cations
of functions and invariants as well assranking functions for their loops.

5.1 Overview of the Library

As it was mertioned in the introduction to this thesis, the work we presen
hereis a part of the data structures and algorithms padage which is being
deweloped as a part of a formally veri ed complete computer systemin the
frame of the Verisoft project. The formally veried data structures and
algorithms padkagewill consistof the following libraries:

1. Lists
This library provides support for doubly linked lists over arbitrary
data types. By now it is nished, i.e. implemented and formally
proved with respect to the partial correctnesscriteria. The results of
this work are preseried in [Ngu05|.

2. Strings
This library provides algorithms and data structures for strings, i.e.
sequence®f charactersof an arbitrary length. A part of the algorithms
wasimplemerted and the partial correctnessof theseimplementations
was establishedin [Pre05]. The rest is due to the work presered in
this thesis.
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3. Big Num bers
This library supports integers of arbitrarily large values. It is imple-
mented and currently being veri ed.

4. Directed Graphs
This library providesdata structures and algorithms for directed graphs.
It is implemented and currently being veri ed.

The string library consistsof the following functions which implement
the desiredalgorithms on strings:

1. stringT
Createsa new empty string.

2. stringApp end
App endstwo strings.

3. stringApp endChar
Appendsa character to a string.

4. stringGetChar
Gets a character at a certain position of a string.

5. stringLength
Computes the length of a string.

6. stringDeleteChar
Deletesa character at a certain position of a string.

7. stringlnsertChar
Inserts a character at a certain position of a string.

8. subsString
Extracts a substring from a string.

9. stringCop vy
Copiesa string.

10. stringEqual
Comparestwo strings lexicographically.

11. stringFind
Seardesa string for a given substring.

The target functions of this thesis are the last six functions.

5.2 Building Blo cks

All the function in the library use somecommon building blocks, e.g. data
types, constarts. We start with their description.
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5.2.1 Constan ts

For the whole library we de ne the following constarts:

Listing 5.1: CO de nitions of constarts for the library

#define  NO.ERROR 0
#define ERROR_OUT_OF_MEMORY 1
#define ERROR_OUT_OF_BOUNDS 2
#define  ERROR.I NVALI D 3
#define ERROR_NOT_FOUND 4
#define ERROR_DI V_BY_ZERO 5
#define EQUAL 0
#define LESS 1
#define GREATER 2
#define  BLOCK_SI ZE 16u
#define  HALF_BLOCK_SI ZE 8u

The constarts de ned in lines 1-6 are basically used as return codes
of functions. They signal di erent kinds of errors or their absence. The
constarts from lines 7-9 are usedto handle the result of the lexicographical
comparison of strings. The constart BLOCK_SIZHe nes the block sizein
the string data structure (seethe next section for details). The constart
HALF_BLOCK_SIZEintro duced due to the stringlnsertChar  function |
we need to copy BLOCISIZE=2 characters in a branch of the algorithm,
but we do not want to usethe relatively complex division operation in the
formalization of the function and its correctnessproof.

5.2.2 Data Structures

The main designrequiremert for the string data structure is the ability of
dynamic changesof string length. SinceCO0 programming languagesupports
only xed-size arrays this simple data structure doesnot su ce. Therefore
we implemented a growable array as a data structure for strings in the
following way. The elemenrary building block for this data structure is a
xed-size array with elemers of type char. We de ne the size of such
an array as BLOCK_SIZBNe create a pair consisting of such array and a
variable len which storesthe number of valid charactersin the array. Then
we organize a doubly linked list of such pairs. We refer to the elemerns of
this doubly linked list asto blacks The usageof linked lists allows us to

changethe string, e.g. add or delete characters dynamically. When an \add

character" operation detectsthat there is no free spacein the last block of a
string it simply createsa new additional block and works with it. Conversely
when a delete operation removes the only remaining character from some
block inside the string it deletesthe obtained empty block. Additionally we
support a special structure which contains a pointer to the rst block. We

37



1
2

3
4
5
6
7
8
9

10
11
12
13
14

[
(&)

Manager

16 12 14

len len len

A quick brown fo
data

X jumped ove r the lazy dog
ta a

dat

Null

[~
next next

Null <---------- F-- F--
prev prev

Block 0 Block 1 Block 2
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call this structure manager The concept of our string implementation is
depictedin gure 5.1.

The CO implemertation of this idea is preseried in listing 5.2. The
structure string_block  directly corresponds to the elemens of a doubly
linked lists which we call blocks. The structure string_mng implemerts
string manager. Additionally we provide an alias string for a pointer to
the string manager.

Listing 5.2: CO declaration of data structures for the library

/  Block of a string /
struct  string-bl ock f
struct string-bl ock next ;
struct string-bl ock prev ;
unsigned int len ;
char data [ BLOCK_SI ZE];
g
/  Manager of blocks /
struct string.nmg f
struct  string-bl ock first
g;

/ Alias for the string type /
typedef struct string.rmg string ;
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5.2.3 String Abstraction

We introduce the following heap-functions on the side of speci cation to
encade the elds of data structures for strings. The heap-functions

next 2 Hpget;

prev 2 Hgef;
len 2 Hy;
data 2

H | sLocisize
Char

correspond to the elds next, prev, len, and data of the structure
string_block , respectively. The rst three of them are straightforward.
As for the last we represen the xed sizearrays of type char on the spec-
i cation side as abstract lists of characters of xed length (BLOCK_SIZE
Recall that we represent characters as elemerns of the set Char. There-
fore in our notation sudh a list is an elemen of the set L BLOCSIZE The
heap-function for this typeis H L BLOCISIZE.
The heap-function

first 2 Hget

correspondsto the eld first  of the structure string_mng .

For the rest of the thesislet o denotesthe common part of the state
spacesof all functions from the library containing their heap-functionsand
the list alloc

0= (next H Ref;
prev HRref;
len Hn;
data H Lghgraelm;
fir st HRef;
alloc Lgef):

In analogyto the primitiv esde ned in section4.2 we intro ducerelational
abstraction for strings. We specify strings by two abstract lists | one
represerts the structure of the string, the other represens the content. Since
the formal de nition of a string relation is a little bit involved we give its
interpretation beforehand.

The structure of the string can be speci ed by the list | of references
which correspondsto the speci cation of a doubly linked list (recall de ni-
tion 4.6). The content of the string canbe speci ed by the list s of characters.
Sometimeswe will refer to this list asabstract string. The relation between
the implementation and speci cation must re ect both structure and con-
tent. Therefore the implementation of the string is correct with respect to
its speci cation if the following conditions are ful lled. Assumethat there
is a pointer p to the string manager,then:
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1. There existsa doubly linked list started in f ir st(p) with respectto the
heap-functionsnext and prev which is speci ed by the list I, formally:

9q: dList (f ir st(p); next; prev; ;).

2. The concatenation of all valid charactersin all blocks yields the list s.
Formally:

s= 7 data([iD[0 : len(I[i]) 1]
0 i< jlj

The additional requiremerts in the string abstraction are mostly technical.
We require:

3. The pointer p to the string manageris not N ull.

4. The number of valid charactersin any block is a positive natural num-
ber upper bounded by BLOCK_SIZB-ormally:

80 i< ijlj:0<len(li) BLOCISIZE

The formal de nition of the string relational abstraction is the conjunc-
tion of the four requiremerts above.

De nition 5.1 (String) Let p be a reference, let f ir st, next, and prev be
heap-functions for the type Ref, let len be a heap-function for the type N, let
data be a heap-function for the type L B-OCISIZE et | be a list of references,
and let s be a list of characters. The predicate

String : Ref Hget Hgret Hgref Hn HLghngLGIZE Lret Lchar! B
is such that
String(p;f ir st; next; prev;len;data;l; s)

def

9q: dtht (f ir st(p); next; prev; q; 1))
Ns= data(I[iD[0 : len(I[i]) 1]
0 i< jlj
"pé N uliJ
A80 i<ijlj:0<len(l[i)] BLOCISIZE

The essencéehind this de nition is depicted in gure 5.2. Supposethe
properties of heap-functions are as follows:

u = first(p) = prev(v);

v = next(u) = prev(q);
g = next(v);
next(q) = prev(u) = Null:
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If the referencesobtained by the application of heap-functionsare equal to
the speci ed structure of the string, i.e.

u=1[0]* v = I[1]" q= I[2],

and the concatenationof valid charactersin all block yields the speci cation
of the string content, i.e.

data(u)[O:len(u) 1] data(v)[0:len(v) 1] data(g)0:len(g 1]= s,

the predicate String (p;f ir st; next; prev;len;data; (I[O]; I[1]; 1[2])) yields True.

5.3 General Notes on Implemen tation and Speci-
cation of the Functions

The rest of this chapter is organized as follows. For ead of the six target
functions we presen their:

1. implementation,

2. formal speci cation,

3. loop invariants, and

4. loop ranking functions.

In this section we give somegeneralremarks on ead of the points.

5.3.1 Implemen tation

Concerning the implementation, its generalrequiremert is to be low-level.
This meansthat wheneer it is possible,we implemert the function in a way
it works directly with the string's block structure, instead of calling already
implemented operations on strings. This principle allows us to reduce the
running time of the functions to linear in number of processedblocks 2.
For ead of the functions we give its signature with the annotation of the
formal parametersand return-results, sketch the algorithm we use,and give
the implemertation in the CO programming language. The implemertation
details are given as well.

1The only exception is the function stringFind which runs in quadratic time due to
the algorithm involved.
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5.3.2 Speci cation

The formal speci cations of the functions are given by their pre- and post-
conditions. Additionally , for ead of the functions we give an assertioncalled
the extensionsfor guards. We needto include it in the precondition in order
to prove the absenceof run-time errorsin a program.

For the presenation of the assertionsfor pre- and postconditions aswell
as for the extensionsfor guards we usethe following naming corvention:

X_name,

where x 2 fPRE;POST;GUARD_EXTg and name is the name of the
function. For example,

PRE_subString; POST subString; GUARD_EX T_subString 2 A

where s the state-spaceof the function subString , are the pre- and
postconditions, and the extensionsfor guards of the function subString
respectively. The tuple

(PRE_subString; POST_subString)
forms the speci cation (not consideringthe run-time faults), whenthe tuple
(PRE_subString » GUARD_EX T_subString; POST_subString)

givesthe speci cation su cient for the correctnessproof as well as for the
absenceof run-time errors proof.

Precondition

The preconditions of the functions usually state the su cien t string relation.

The string's structure and cortent are speci ed with abstract lists. Generally
theselists will be called|,.. and s[0:n 1] respectively. We assumethese
lists to bein the global cortext of reasoning,i.e. they are visible not only in

the precondition, but in the postcondition and the loop invariants as well.

The next simpli cation touches the size of an abstract string. We give it

exploiting the de nition of an abstract list. In the exampleabove this sizeis
n. We supposethis parameter to be visible everywhere aswell. Sometimes
in order to increaseexpressivily of an assertionwe give the abstract list size
using the length notation | jsj.

P ostcondition

Clearly, the variables from the state space of a function can changetheir
values from step to step of the program execution. Sometimeswhen we
formulate postconditions we needto refer to the valuesof the variablesthat
they had in preconditions. For this purp osewe will supplemen the nameof a

43



variable with superscribed pre x 0. For example %allocin the postcondition
or invariant denotesthe value of the abstract list alloc which it had in the
state satisfying precondition. The non-pre xed version of a variable always
correspondsto its value in the current state.

We will usethis notation in the invariants as well.

Naturally, all the variablesin a precondition equal their °-pre xed ver-
sions. We will not write this fact explicitly, but will assumeit for the proof
in chapter 6.

Separation Prop erties

Some of the functions from the library, namely stringDeleteChar
stringlnsertChar , subString , and stringCopy modify the string during
their execution. On the speci cation level these modi cations boil down to
the function update of the heap-functionsinvolved into the speci ed string
relation. Here the question arisesof how one can ensurethat string modi -

cation do not harm other data structures build on the sameheap-functions.
The properties of this nature are called the semration properties. Clearly,
the function userwould not like to prove such property every time the func-
tion is called. Thus, we have included into the speci cations of the mertioned
above functions the su cien t separation properties.

In order to formalize these properties we introduce the heap-function
presenation predicate Pres. It receiwes a list of referencesand a set of
heap-functionsas argumerts. It hasthe meaningthat whenewer a reference
does not bkelong to the given list, the heap-functionsfrom the given set were
not updated at this reference. We put it formally (exploiting the set of all
heap-function notation H | de nition 4.2):

De nition 5.2 (Heap-F unction Preserv ation) Let| be the list of refer-
ences, and let H be the set of heap-functions. The heap-function preser-
vation predicate

PresiLgry 27! B
Preg(l;H) £'8x 625(1):8 2H:° (x) = (x)
yields True i all the heap functions from the set H have the same value
that they had in the precondition of a function being applied to any referenae
which is not contained in the list I.

For example the condition Preg(l; f next; prevg) is nothing but the ab-
breviation of the following formula:

8x 625(1) :Pnext(x) = next(x) * %prev(x) = prev(x).

According to our notational corvertion the °-pre xed variables denote a
heap-function in the state satisfying precondition, the non-pre xed | in
the state when the predicate Pres s evaluated.
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In order to state that none of the heap-functionsfrom a setH is changed
we will write Preg([ ]; H) becausethere is no referencethat belongsto the
empty list. Finally, to state that the heap-functions are presened for all
but one reference,we will passthis referenceasthe rst parameter of the
predicate Pres, implicitly assumingthat it forms the list of one elemer.

5.3.3 Loop Invariants

The loop invariants are represened by assertions. We stick to the following
naming corvertion for loop invariants:

I NV.x_name,

wherex is the loop number in the order they appearin the implementation,
and name is the function's name. For example,INV_2.sstringCopy2 A is
the invariant for the secondloop of the function stringCopy .

It is the casethat sometimesthe loops of the di erent functions have
the common structure and meaning of the implementation. Therefore, the
invariants for theseloops will look similarly. In this casewe describe suc
a loop in details once, and refer to it further when the analogousloop is
considered.

5.3.4 Ranking Functions

Regardingthe ranking functions, they are represernied asobjects of typeR
i.e. the functions from the state spaceto the naturals (recall de nition 3.11).
All the variablesin their de nitions are evaluated, therefore, in a state during
the loop execution. The naming corvertion for the ranking functions is as
follows:

RAN K_x_name,

where x and name have the samemeaning as above.

5.4 Function stringDeleteCha r

This function is supposedto delete a single character from the string at a
certain position. The speci ed signature of the functions is:

int stringDeleteChar(string p, unsigned int pos)

where p is the pointer to the string managerand pos is the position in the
string at which a character must be deleted. The return valuescan be:

ERROR_OUT_OF_BOUigbds that the position pos is greater than
the sizeof the string. In this casethe string pointed to by p must not
be changedat all.

NO_ERRG@Rreturned if the function executionis nished successfully
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5.4.1 Implemen tation

The idea of the algorithm is as follows:
1. Find the block from which a character must be deleted.

2. Deletethis character by shifting the remaining charactersin this block
one position left and decremeiting the length of this block by one.

3. Delete this block from the string if it becomesempty.

The following CO code implements the described algorithm:

Listing 5.3: Deletion of a character from the string

int  stringDeleteChar ('string p, unsigned int pos)
f
struct  string-block cb; / current  block /
int res; |/ return result /
unsigned  int size ; / length of the string /
res = NO.ERROR;
size = stringLength  (p);
/  Check whether pos is in interval [0.. size 1] [/
if (size <= pos) f
res = ERROR_OUT_OF_BOUNDS;
g else f
cb = p >first ;
/[ Find the block which corresponds to pos /
while  (cb >len <= pos) f
pos = pos cb >len;
cb = cb >next;
g
[ Shift the data in the current block /
while (pos + 1u < cb >len) f
cb >data] pos] = cb >data [pos + 1u];
pos = pos + 1lu;
g
| Decrement the length of the block by one /
cb >len = cb >len 1u;
[/ Delete the block in case it is empty /
if (cb >len == Qu) f
p >first = dl i st_bl ock_Del et e(p >first, ch);
g
g
return  res;
g
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In lines 3-5 we declarevariables for storing the current block (cb) of the
string, the return result of the function (res), and the length of the string
(size ). In lines 7-8 and 14 we initialize them with respective values. We
perform the chedk whether the position pos is greater than the length of the
string and signal, if it is necessarythe respective error in lines 11-13. In
lines 17-20we cortinue with the seard for the block from which a character
hasto be deleted. After the appropriate block is found the pointer to it is
storedin cb. In lines 23-26the charactersin the current block are shifted one
position left starting from pos up to the end of this block. Then the length
of cb is decrementied by one. We nish with the deletion of the current block
from the string in casethe length of this block is zero (lines 32-34). The
deletion is performed with help of the function dList_block_Delete  from
the library for doubly linked lists.

5.4.2 Formal Specication

The state spaceover which we formulate the speci cation is:
= o[ (p: Ref;pos: N;cb: Ref;size: N;res: Z).

Precondition

As it follows from the informal specication we demand in the precondi-
tion the existenceof the string from which a character must be deleted.
Let an abstract list |, .. be the speci cation of the string structure. The
speci cation of the string cortent is s. Formally the precondition is:

P RE _str ing D eleteChar

String (p; f ir st; next; prev; len;data; |, .. ;S[0:n 1])

P ostcondition

The postcondition branches on the result of the test whether the position
pos is lessthen the length n of the specied string s. The result codes of
function termination in thesetwo casesare speci ed in lines 4 and 9 of the
formal represenation of the postcondition below. In both casesof function
termination the string relation holds. In caseof termination with NO_ERROR
code the string is changed. Therefore we claim in line 2 the existence of
an abstract list . It is the speci cation of the string structure in this case.
The desired changeson the string content results in the speci cation of
content: s[0 : pos 1] s[pos+ 1:n 1]. In caseof termination with
ERROR_OUT_OF_BOUdieSve claim in line 7 that the initial string stays
unchanged. Additionally we require in line 3 the elemerns of the resulting
list | to beincluded in the set of elemerts of initial list I, .. . Formally the
postcondition is:
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P OST_str ing D eleteChar

(pos< n !
(91: String (p; f ir st; next; prev;len;data;l; s[0:pos 1] s[pos+1l:n 1))
AS() Sl )
" res= NOERROR
N Pres(p;ffirstg) » Pres(l, .. ;fnext; prev;len;datag))
A(pos n !
String (p; f ir st; next; prev; len;data; |, .. ;S[0:n 1])
AN Preg([ ]; ff ir st; next; prev; len; datag)
" res= ERRORUTOEBOUNDS

Note, that lines 5 and 8 state the separation property for the function's
two outcomes. In caseof successfutleletion the heapsmay changeasfollows.
Sinceit could be the casethat the rst block of the string contains the
single character to be deleted, which results in the deletion of the whole rst
block, we state that the heap-function f ir st is presened for all references
but p (rst conjunct of line 5). Concerningthe other heap-functions, they
are presened everywhere except for the list initial strings structure |, . .
This is casedby the possible deletion of the block at any position of the
string (secondconjunct of line 5). Conversely in caseof the return from the
function with an error, the heap function stay unchanged(line 8).

Extensions for Guards

The length of the string's cortent speci cation is upper bounded by the
MAX_NAdonstart:

GUARD _E X T_str ing D eleteChar

1jsj  MAXNAT

N

[ N

5.4.3 Loop Invariants
First Loop

In the rst loop of this function (lines 17-200f listing 5.3) we scanthe doubly
linked list of blocks in orderto nd the block from which a character hasto
be deleted. The assertionfor the invariant of this loop is as follows:

I N V_1_str ing D eleteChar

(9hd; tl: String (p;f ir st; next; prev;len;data;hd cb tl;s)

A Opos= pos+ len(hd[i])
0 i< jhdj
A S(hd) [ fotgl SM) SO, ))
N cb6 Null

AN Preg([ ];ffir st; next; prev; len; datag)
" res= NOERROR
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In the formal represenation of the loop invariant the scan of the string
results in the partition of the string's structure into three parts:

1. The headlist hd. Its intended meaningis to specify the sequenceof
referencesto the blocks which have already beentraversed.

2. The current block ch

3. The tail list tl. It is neededto specify the sequenceof referencesto
the blocks which are going to be traversed during the further loop
execution.

Consider line 1 of the assertion above. The string's structure is given
accordingto the partition scheme.

During the loop executionwe modify the variable pos. On ead iteration
its value is decremenied by the number of valid charactersin the current
block. Clearly, the sum of the lengths over all blocks traversed by the
momert is the dierence between the initial value ®°pos and the current
value pos. Formally this fact is stated in line 2.

In line 3 we state the relation betweenthe elemerts of the lists hd and tl,
the referencecband the initial speci cation list |, .. of string structure (see
precondition). Line 5 givesthe separation property | the heap-functions
do not changeduring this loop. Line 6 re ects the fact that loop execution
doesnot changethe value of the function return code.

Second Loop

In the secondloop (lines 23-260f listing 5.3) we shift one position left all the
charactersinside the current block which lay to the right of the character in
the position °pos.

There is a di erence betweenthe intended meaningof positions °posand
pos The former denotesthe initial value of the position courter (as it has
in the state satisfying precondition). Recall line 18 of listing 5.3| we use
variable pos as a courter. Therefore pos denotesthe current value of this
counter, i.e. during the loop execution.

To state the invariant for this loop let us agreeon the following short-
handsfor string intervals (all the notations respect the invariant for the rst
loop):

a = P len(hd[i]),

0 i<jhdj p
b = Opos len(hd[i]),

0 i< jhdj
¢ = pos Opos+ len(hd][i]),
0 i< jhdj

d = Iep,(cb) pos,
e = len(tl[i]).

0 i< jtl
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Figure 5.3: String slicing in the invariant for the secondloop of the function
stringDeleteChar

The slicing of the string with respect to these intervals is depicted in
gure 5.3. Here ®pos denotesthe position in the string at which a character
must be deleted. We distinguish it from poswhich meansthe relative to the
current block position of the character which is being shifted at the momert.

During the execution of the secondloop the following assertion holds:

I N'V_2_str ing D eleteChar

(9hd;tl; a; b;c;d; e: String (p;f ir st; next; prev;len;data;hd cb tl;
s[0:§+ b 1] s[lat+b+l:atbt+c] s[a+tb+c:n 1))
N gl0:a 1]= data(hd[i])[0:len(hd[i]) 1]
0 i< jhdj
Nglaiatb 1] s[atb+l:atbt+c s[atbt+c:a+tb+tc+td 1]
J = data(ch[0:len(ch 1]
N glatbtctd:in 1]= data(tl[i])[0:len(tl[i]) 1]
0 i< jtl]
~ S(hd) [ felg[ S(H)  S(lo g ))
AN Preg(cb;fdatag) » Preg( ];ff ir st; next; prev; leng)
" res= NOERROR

In line 1 we state that there is a string relation. Its structure is speci ed
by the abstract list hd cb tl, where hd, ch and tl stand for head list,
pointer to the current block, and tail list, respectively. The meaningof these
entities is the sameasin the invariant for the rst loop. The content of the
string is speci ed by the abstract list

sf0:a+b 1] s[a+b+1l:a+b+c s[la+b+c:n 1].

It correspondsto the content s of the initial string where the two following
changesare made:

1. The character in the position %pos is deleted. It is easyto seethat
a+ b=%os Thereforethe concatenation:::a+ b 1] s[a+ b+ 1:::
speci es the deletion.
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2. The character in the position pos+ | . ihdj len(hd[i]) is duplicated
one position right. This re ects the progressof shifting characters
i{,lside the current block. One can chedk that a+ b+ ¢ = pos+
0 i< jhdj len(hd[i]). Thereforethe concatenation:::a+ b+ c] s[a+
b+ c::: species the character duplication.

In line 3 we state the equality betweenthe implementation of the string
part whosestructure is speci ed by the list hd and the speci cation of its
content. The implementation of this part is stated as the concatenation
of all valid charactersin all blocks pointed to by the elemers of hd. The
content speci cation of this part of the string iss[0:a 1].

In line 4 we state the samekind of property for the current block. The
implementation counterpart is data(ch[0 : len(ch 1], i.e. all the valid char-
actersin the current block. The speci cation of this interval is a part of the
string content speci cation (recall line 2) where the parts which correspond
to the head and tail lists are dropped.

In line 6 we claim a similar property for the tail list. Line 8 shows the
fact that data waschangedonly in the current block, and all the other heap-
functions are complete presened. The reasoningbehind the remaining lines
is the sameasin the invariant for the rst loop.

5.4.4 Ranking Functions

First Loop

In the line 18 of the function's implementation listing we decremen the vari-
able pos| with ewery iteration of the loop it becomessmaller. Therefore,
it suces to be the ranking function:

RAN K_1_string D eleteChar

pos

Second Loop

During this loop the variable pos is incremerted while it is lessthan the
length of the current block (line 23 and 25 of listing 5.3). The ranking
functions is therefore as follows:

RAN K _2_string D eleteChar

len(ch pos

5.5 Function stringlnsertCha r

The intended behavior of this function is to insert a single character into
the string at a given position. The signature is:
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int stringlnsertChar(string p, char ch, unsigned int pos)

where p is the pointer to the string managerand ch is the character to be
inserted at the position pos of the string. The termination of this function
is possiblewith the following return codes:

ERROR_OUT_OF_BOUONDS in casepos is greater than the size of
the string. The string therefore stays unchanged.

ERROR_OUT_OF_MEB@RMthat the function hasran out of mem-
ory. The string in this casestays unchanged.

NO_ERRG@Rthe code of successfutermination.

5.5.1 Implemen tation
We sketch the algorithm of the function:

1. Find the block into which a character must be inserted.
2. Determine whether the current block is full and:

(@ in case it is, create the new empty block, copy the
HALF_BLOCK_SIZst charactersfrom the current block into the
new block, and insert the new block into the string;

(b) otherwise increasethe number of valid charactersin the current
block by one.

3. Insert the character into the current block by shifting the remaining
characters in this block one position right and assigningthe desired
value to the character in the desired position.

Obviously, in the secondstep it is necessaryto copy only the one char-
acter to the new block in casethe current block is full. It turns out that this
is not the best idea becauseof the following. imagine a situation when the
user of the function inserts the character into the sameposition repeatedly.
Clearly, at somepoint of time the block in which the character is inserted
becomedull. Further, every insertion of the character will producethe new
block in the string which contains only this character. In this scenariothe
string will contain unnecessarilymany blocks (lled only with one charac-
ter). This will decreasethe running time of the algorithms on the string
(causedby the redundant pointer dereferencing). In order to prevert this
drawbadk we copy HALF_BLOCK_Slfharacters in the secondstep of the
algorithm.

The sourcecode of the CO implementation of this algorithm is asfollows:
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Listing 5.4: Insertion of a character into the string

1 int  stringlnsertChar (‘string p, char ch, unsigned int pos)
2 f

3 unsigned int i, | counter /

4 size ; |/ string 's length /

5 struct string-bl ock cb, |/ current block /

6 nb; /" new block /

7 int res; [ return result /

8

9 size = stringLength  (str);

10 res = NO.ERROR;

11

12 if (size <= pos) f

13 res = ERROR_OUT_OF_BOUNDS;

14 g else f

15 cb = p >first ;

16

17 /[ Find the block which corresponds to pos /

18 while  (cb >len <= pos) f

19 pos = pos cb >len; cb = cb >next ;

20 g

21

22 if (cb >len == BLOCK.SI ZE) f

23 nb = new(struct string.bl ock);

24 if (nb == NULL) f

25 res = ERROR.OUT_OF_NMEMORY;

26 g else f

27 i = 0u;

28

29 [/ Copy second half into the new block /

30 while (i + HALF_BLOCK_SI ZE < BLOCK.SI ZE) f

31 nb >data [ij = cb >data] i + HALF_.BLOCK.SI ZE]; i =i + 1u;
32 g

33

34 cb >len = HALF_BLOCK_SI ZE; nb >len = HALF_BLOCK_SI ZE;
35

36 ! Insert new block into the string /

37 res = dlist_block.lnsertAfter(cb, nb);

38

39 | Check whether pos is in the second half /
40 if (res == NO.ERROR && HALF_BLOCK_SI ZE <= pos) f
a1 cb = cb >next ; pos = pos HALF_BLOCK_SI ZE;
42 g

43 g

44 g

45

46 if (res == NO.ERROR) f

47 cb >data[ cb >len] = cb >data [cb >len 1u];

48 i = cb >len 1u;

49 cb >len = cb >len + 1u;

50

51 [/ Shift the data in the current block /
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while (pos < i) f

cb >data [ = cb >data [i u]; 0 =i 1u;
g
cb >data] pos] = ch;
g
9
return  res;
()

The function implementation starts (in lines 3-7) with the declaration
of variables for storing the pointers to the current block (cb) and to the
new block (nb), the length of the string (size ), the return result of the
function (res), and the auxiliary counter (i). In lines 9-10 we assignto
size and res their intended initial values. In lines 12-13we chedk whether
the position is greater than the length of the string and if it is necessarywe
signal ERROR_OUT_OF_BQUNDS

Along lines 15-20we seard for an appropriate block in which a character
must be inserted. When such block is found we test whether it is full (line
22). In caseit is, we allocate a chunk of memory su cien t for an instance
of the string_block structure and store a pointer to this memory in the
variable nb (line 23). In the caseof unsuccessfulmemory allocation the
corresponding error ag is risen (lines 24-25). We cortinue in lines 29-32by
the copying of the secondhalf of characters from the current block cb into

the new block nb, setting the lengths of the blocks to HALF_BLOCK_SIZE

and insertion the new block into the string. The last is performed by the
function dList_block InsertAfter from the doubly linked lists padage.

As the next step we determine into which block the character must be
inserted: the current of the next one. This directly correspondsto the test
whether pos liesin the rst or the secondhalf of the current block (line 40).
In caseit liesin the secondhalf, it was copiedto the new block. After its
insertion into the string it becomesthe next block relative to the current
one. Therefore the su cien t step in the block structure is donein line 41.

In line 47 the last character in the current block is shifted one position
right. We handle this character separately sinceit easesveri cation of the
function. Further we shift the other characters in this block in order to
obtain a free slot in the block for the character to be inserted (lines 51-
54). Finally, the assignmen of the desiredvalue ch to the character at the
position pos nishes the implementation.

5.5.2 Formal Speci cation

The state spaceover which we formulate the speci cation is:

= o[ (p:Ref,ch:Char;pos: N;cb: Ref;nb: Ref;
size: N;i :N;res: Z).
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Precondition

The reasoning behind the precondition is similar to the function
stringDeleteChar . The additional requiremert on elemerts of the list
I, and the referencep to be cortained in the set S(alloc) is causedby
the fact that this function is supposedto allocate new memory. Formally
the precondition is:

P RE_str ing | nsertC har
String (p;f ir st; next; prev; len;data; |, .. ;s[0:n 1])" S(l,.. )[ fpg S(allog

P ostcondition

The postcondition is formulated similarly to the postcondition of the func-
tion stringDeleteChar . In line 2 belov we state the existenceof the re-
sulting string relation. The cortent of the string is speci ed by the abstract
list of characters: s[0: pos 1] ch s[pos:n 1]). The condition in line 3
statesthat the inserted elemen, if there is sud, is allocated. The condition
in line 4 requiresthe referenceto the new block in caseof its insertion not
to be cortained in the initial setS(%allod). Line 5 givesthe separation prop-
erty, it is analogicalto the one claimed in the postcondition of the previous
function. Line 6 re ects the fact that the set S(alloc) grows in caseof a
character insertion. Line 10 states the constancy of alloc in caseof termi-
nation with ERROR_OUT_OF_BOUMESwhile line 11 givesthe separation
property for this case.
Formally the postcondition is:

P OST_string | nser tC har

(pos< n !
(9I: String (p;f ir st;next;pr ev;len;data;l;s[0:pos 1] ch s[pos:n 1])
AS(nS(l, ) S(allog
A (S(ynS(l, . )\ S(°allog = ?
N Preg(p;ffirstg) » Preg(l; fnext; prev;len; datag))
A S(%allog  S(allog)
A res= NQERROR
A(pos n !
String (p;f ir st; next; prev;len;data; |, .. ;s[0:n 1])
A Oalloc= alloc
AN Preg([ ]; ffir st; next; prev; len; datag)
N res= ERRORUTOEBOUNDS

Note that in the postcondition we do not considerthe caseof function
termination with the code ERROR_OUT_OF_MEM{itYigh the recert ver-
sion of the Hoare Logic ervironment supports machinery for the memory
consumptions computation, it was decided not to reasonabout this on the
Hoare logic level in the frame of the Academic system. The proof of these
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properties is pushed down through the stadk and is supposedto be shown
on the CO sematrtics level.
Extensions for Guards

The length of the string's cortent speci cation is upper bounded by the
MAX_NAdonstart:

GUARD _E X T_str ing | nser tC har

isi  MAXNAT

5.5.3 Loop Invariants
First Loop

In the rst loop of the function (lines 17-200f listing 5.4) we scanthe doubly
linked list of blocks in order to nd the block in which a character will be
inserted. The invariant for this loop is analogousto the invariant for the
rst loop of the stringDeleteChar  function:

I N \V.1_str ing I nser tC har

(9hd;tl: String (p;f ir st; ngxt; prev;len;data;hd cb tl;s)

A Opos= pos+ len(hd[i])
0 i< jhdj
A S(hd) [ fetgl S(M)  S(hw )
N chb6 Null

~ Oalloc= alloc
AN Preg([ ];ffir st; next; prev; len; datag)
N res= NQERROR

The only modi cation is that we additionally state the constancy of the
list alloc (line 5).

Second Loop

The purpose of the secondloop which corresponds to lines 29-32 of the
implemenrtation is to copy the secondhalf of the charactersfrom the current
block into the new block. Hence,in the invariant for this loop we needto
shaw the properties of this new block:

1. It is independert of the doubly linked list relations, i.e. from the next
and prev heap functions.

2. Its data pre x of the length i equalsto the current block's portion of
the samelength starting at the position HALF_BLOCK_SIZE

Additionally , we have to claim that the stated in | NV _1_string| nsertC har
string relation is presened during this loop.
Formally:
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I N V_2_string | nsertC har

(9hd; tl: String (p;f ir st; next; prev;len;data;hd cb tl;s)

A Opos= pos+ len(hd][i])

0 i< jhd]

~S(hd) [ fetg[ S() S, e ))
~ S(%allog  S(allod
A nb6 Null » nb2 alloc
A next(nb) = Null A prev(nb) = Null
A data(nb)[0:i 1] = data(ch[HALEBLOCIKSIZE: HALEBLOCISIZE+ i 1]
N Prey( ];ffirstg) » Pres(nb;fnext; prev;len;datag)
N res= NQERROR

Thus, lines 1-3 are inherited from the rst loop's invariant. Lines 5-
6 correspond to the rst of the two above desirable properties of the new
block. Line 7 formalizes the secondproperty, respectively. Line 8 re ects
the updates of the heap-functions.

Third Loop

In the third loop which correspondsto the lines 51-54 of listing 5.4 we shift
all the characters inside the current block, which lay right to the character
in the position pos including itself one position right. This is performed in
order to free a slot for the character insertion. Let us supposethe following
shorthands for string intervals (the notation is the sameasin the invariant
for the rst loop):

a = © len(hdl],

0 i< jhdj
b = O%os len(hd[i]),

0 i<jhdj p
¢ = i Opos+ 1+ len(hd][i]),
0 i< jhdj

d = lepeh i 1,
e = len(tl[i]).

0 i< jtlj

Figure 5.4 depicts the slicing of the string with respectto theseintervals.
The invariant for the third loop is as follows:

I N V_3_str ing | nsertC har

(9hd;tl; a; b;c;d; e: String (p;f ir st; next; prev;len;data;hd cb tl;
J s[0:a+b+c 1] s[latb+tc 1:n 1])
N sl0:a 1]= data(hd[i])[0:len(hd[i]) 1]

AN gla:atbtc ’ 1|]< jhdsj[a+ b+ c 1:g+ b+c+d 1]= data(ch[0:len(ch 1]
ANgla+t b+c+d 1:n 1]= data(tI[iD[0 : len(tl[i]) 1]

A S(hd) [ febg  S(lp g ) e
A(s)ns(, .. )\ S(allog = ?
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Figure 5.4: String slicing in the invariant for the third loop of the function
stringlnsertChar

NSNS )  S(allog

N Pregthd cb tl;fnext; prev,len;datag)
~ S(%allog  S(allog
N Preg];ffirstg)
" res= NQERROR

We state in lines 1-2 the existenceof the string relation whosestructure
is speci ed by the abstract list hd cb tl. The content of the string is
speci ed by

s[0:a+b+c 1] slat+b+c 1:n 1]

This list correspongsto the content s of the initial string wherethe character
in the positioni+ i ihdj len(hd[i]) is duplicated one position right. This
duplication is causlgd by the shifting of characters. Clearly the equality
atb+c 1=i+ i< jhdj len(hd[i]) justi es the concatenation above.

The conditions in lines 3-5 state in a way similar to the function
stringDeleteChar  the equality between the implementations and speci-
cation of string intervals. The conditions in lines 7-8 presene the property
that the newly created block of the string in which a character has to be
inserted, if there is sud, is allocated. The separation properties are given
in lines 9 and 11.

5.5.4 Ranking Functions
First Loop
During the rst loop the position posis decremerted (line 19 of listing 5.4):

RAN K_1_string | nsertC har

pos
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Second Loop

With ead iteration of the secondloop we incremert the courter i. Due to
the loop exit condition in line 30 of the function's implemertation and the
de nitions of the constarts, the ranking functions looks as follows:

RAN K _2_string | nsertC har

HALEBLOCIKSIZE i

Third Loop

Sincethe courter i is decremened during the loop it turns out that is the
good candidate for the ranking function:

RAN K _3_str ing | nsertC har

5.6 Function subString

This function is intended to yield a substring of a certain length started at a
certain position of the given string. The speci ed signature of the function
is:

string  subString(string p1,
unsigned int start,
unsigned int offset)

where p is the pointer to the string manager, start is the position in the
string beginning from which offset characters must be copiedin order to
obtain the substring. The return value of the successfulexecution of the
function is the pointer to the substring. Otherwise NULLis returned.

5.6.1 Implemen tation

The elemenary analysis of the indented function's behavior shows that, in
general,the substring to be extracted may consist of seweral blocks. More-
over, the substring may start and end at some positions inside the blocks
of the string. Motiv ated by thesefacts, the idea behind the algorithm is as
follows:

1. Find the block in the string which correspondsto the position start .
Create the new empty string to store the substring. Create the new
empty block, and depending on the value of offset perform step 2 or
3.
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Figure 5.5: The idea behind the low-level algorithm for the function
subString which works directly with the block structure of the string

2.

In casestart + offset lieswithin the current block of the string, copy
offset characters from the current block starting from the position
start (its local equivalent) into the new block. Insert the new block
into the substring. Clearly, this stepsendsthe current branch of the
algorithm.

In casestart + offset correspnds to some further block of the
string, we copy the all the data from the current block starting from
the position pos into the new block. Insert the new block into the
substring.

Find the block which correspondsto the position start + offset , and
insert the processedluring this traverseblocks into the substring (not
including the block which storesthe character at the position start
+ offset itself).

The current block in the string is the block found at step 4. We create
the new block and copy the data from the current block up to the
local equivalert of the position start + offset into the new block.
Finally, we insert the new block into the string.

The stepsof the algorithm are depicted in Figure 5.5.
The CO implementation of the algorithm is as follows:

Listing 5.5: Extraction of a substring from the string

1 string  subString  (string pl, unsigned int start , unsigned int
offset )

2 f

3 unsigned  int i /  counter /

4 size ; /' length of the string /

5  string p2; | substring to be returned /

6 struct string-block c¢bl, «cb2, / current blocks in strings /
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nb; !/ new temporary block /

int res; /|  return result for calls
size = stringLength  (str);

res = NO.ERROR;

/|  Check whether the length interval of the substring /

/ is contained inside the length interval of the string /
if (Ou == offset && start < size

ji Ou < offset && start + offset <= size) f

/[ Find the block which corresponds to start /
cbl = p1 >first ;
while (cbl >len <= start ) f
start = start cbl >len; cbl = cbl >next ;
g

| Create the empty substring /
p2 = stringT ();

if (offset I= Qu) f

[/  Create new empty block /
nb = new (struct string-.bl ock);
if (nb !'= NULL) f
if (start + offset <= cbl >len) f

/| Case 1. offset is within  the current block /
nb >len = offset ; i = Ou;

/ Copy data from the current block to the new block
while (i < nb >len) f
nb >data] i] = cbl >data [start +i], i =i o+ 1y
g
p2 >first = nb;

g else f

/| Case 2: offset lies in a further block /
nb >len = cbl >len start ; i = Ou;

/ Copy data from the current block to the new block
while (i < nb >len) f

nb >data] i] = cbl >data [start +i], i =i + 1y
g
p2 >first = nb;
offset = offset nb >len ;
cb2 = s >first ;
cbhl = cbl >next ;

/  Find the block which corresponds to the offset
/ and insert traversed blocks into the string /
while (cbl >len < offset ) f
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61 nb = new (struct string.bl ock);

62 if (nb != NULL) f

63 nb >len = cbl >len; nb >data = cbl >data ;
64 res = dli st _bl ock_l nsert After (cb2, nb);
65

66 if (res == NOERROR) f

67

68 [ Step in the string /

69 offset = offset cbl >len; cbl = cbl >next ;
70

71 [ Step in the substring /

72 ch2 = cb2 >next;

73 g else f

74 p2 NULL;

75 g

76 g else f

77 p2 = NULL,;

78 g

79 g

80

81 if (s != NULD f

82 nb = new (struct string-.bl ock);

83 if (nb != NULL) f

84 i = 0u; nb >len = offset ;

85

86 / Copy data from the current to the new block /
87 while (i < offset ) f

88 nb >data [ = cbl >data [i]; i =i + 1lu;
89 g

90

91 / Insert the new block into the substring /
92 res = dlist_block.lnsertAfter(cb2, nb);

93 if (res != NOERROR) f

94 p2 = NULL;

95 g

% g else f

97 p2 = NULL

98 g

99 g

100 g

101 g else f

102 p2 = NULL

103 g

104 g

105 g else f

106 p2 = NULL;

107 g

108

109 return  p2;

10

The implementation starts with the declaration of the following vari-
ables:
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General purposecourter (i ).
Length of the string (size ).
Pointer to the substring (p2).

Pointers to the current block in the string (cbl) and the substring
(cb2), and to the new block (nb).

Return-result of the function (res).

After chedking whether the length interval of the substring is contained
inside the length interval of the string (lines 15-16) we start searting for
the block which correspondsto the position start . This is donevia the loop
in lines 18-22. With ead iteration of this loop we decremen start by the
length of the current block in order to obtain, nally , the local equivalent of
the start position.

As the next step, we create the empty substring p2 and the new empty
string block nb. In line 32 we do the casedistinction whether the position
start + offset lieswithin the current block or somewhereafter it. In the
rst casewe copy the offset charactersfrom the current block into the new
block (lines 34-40). We nish this branch of the implementation by inserting
this block into the string (line 41).

In the secondcasewe copy the whole sux (i.e. the part starting from
start up to the block's end) of the current block into the newblock (lines 48-
51). Similarly to the previous caseweinsert the newblock into the beginning
of the string (line 52). After that, along lines 58-79we seart for the block
which contains the character at the position start + offset . During this
processingwe insert the traversed block directly into the substring (lines
63-64). Now it is necessaryto copy the pre x of the block which locally
cortains the position start + offset into the substring.

We create the new block nb and along lines 86-89 copy the su cien t
portion of the charactersinto it. The implementation is nished by inserting
this block into the string.

5.6.2 Formal Specication

The state spaceover which we formulate the speci cation is:

= o (p1:Ref;start: N;offset: N;i : N;size: N;p : Ref;
ch : Ref;chy : Ref;nb: Ref;res: Ref).

Precondition

The precondition is actually the sameasin the stringlnsertChar  function:
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P RE_subStr ing
1 String (p;f ir st; next; prev;len;data; |, .. ;s[0:n 1])" S(l,.. )[ fpg S(allog

P ostcondition

In the postcondition we branch on the admissibility of input parameters
start and offset| we ched whether [start : start+ offset 1] [0:n 1].
In casethis condition is satis ed we state in line 2 below the existence of
the string relation for the string pointed to by reswhosecontent is speci ed
by s[start : start + offset 1]) and the structure by |. In lines 3 and 4
we state that the resulting list of referencesl as well as the pointer res
are allocated, that the allocation list grows, and that | and res are not
cortained in S(%allog), respectively. Line 5 shows the separation properties.
In lines 7-9 we handle the unsuccessfultermination | the allocation list
in this casestays unchanged, the pointer to the substring is N ull, and the
heap-functions are presened.
Formally the postcondition is:

P OST_subStr ing

(offset= 0" start<n _ offset> 0" start+ offset n !
(91: String (res;f ir st; next; prev;len; data; |; s[start :start+ offset 1])
ANS(H[ fresg  S(allog
A(S(N[ fresg)\ S(allog = ?)
AN Preg(res;ffir stg) wedge Preg(l; f next; prev; len; datag))
7S (Pallog  S(allog)
N ((offset6 0 _start n)~ (offset O _ start+ offset>n) !
Oalloc= alloc
AN Preg([ ];ffir st; next; prev; len; datag)
N res= Null)

© 0 N o g A W N P

-
o

Extensions for Guards

In addition to the string's content speci cation, we bound the end position
of the supposedsubstring by MAX_NAffom the upper:

GUARD _E X T_subStr ing

jsij  MAXNATA start + offset MAXNAT

[N

5.6.3 Loop Invariants
First Loop

In the rst loop of the function (lines 20-22) we seard for the string's block
which corresponds to the position start. This operation is fairly similar to
the rst loop of the function stringDeleteChar . Formally the invariant is:
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I N V_1_subStr ing

(9hd;tl : String (py; fir st; next; prev;len;data;hd chby tl;s;)

A Ostart = start + len(hd[i])
0 i< jhdj
ANS(hd) [ S [ femg Sl ke )
N ch 6 Null

" S(lere )[ fPig  S(allog)
N Preg([ ];ffir st; next; prev; len; datag)
" res= NQERROR

Second and Third Loops

The structure and the intended behavior of the second(lines 38-40) and the
third (lines 49-51) loops are similar. In theseloops we copy the portion of
the information from the current block of the string into the newly created
block. The only di erence betweenthe loopsis the start and end positions
of that portion. Motivated by this, we specify belov the common part
INV.2+ 3_.subString of the invariants for these loops, and then extend it
with the specic for ead loop assertions.
In theseinvariants we have to re ect basically the following facts:

1. The string's structure is decomposedinto three parts: headlist, cur-
rent block, and tail list. The equationsfrom the invariant for the rst
loop hold with respect to the partition.

2. There is the relation for the substring, suc that the string's structure
and its content are empty lists.

3. There is a non-N ull new block, which is not involved in the doubly
linked list relation. The data pre x of the length i (number of iter-
ations so far) in this block equalsthe portion of the characters from
the current block of the length i, starting from the position start.

I N V.2+ 3_subStr ing

(9hd;tl : String (py; fir st; next; prev, len;data;hd cby tl;s;)
A Ostart = start + len(hd[i])
0 i< jhdj
~S(hd) [ S(t) [ febg  S(,ge )
N ch 6 Null
A String (pe; fir st; next; prev;len;data; [ ];[])
" pL 8 p2
Anb6& Null » nb625(l, . )
A next(nb) = Null ~ prev(nb) = Null
A data(nb)[0:i 1]= data(chy)[start:start+i 1]
N fpa;nbg  S(allog ~ fpo;nbg\ (S)(&llog = 2
" S(lee ) fPg  S(allog

65



12 ~ S(allog  S(allog)
13 N Preg(py;ffirstg) * Pres(nb;fnext; prev;len;datag)
14 » res= NOERROR

Thus, lines 1-4 formally represen the point 1 above. In line 5 we state
the empty string relation for the substring. It is crucial the the pointers to
the managersof the string (p1) and the substring (p2) dier (line 6).

Further, in lines 7-9 we formalize the status of the newly created block
nb. Clearly, it has the value dierent from Null, and is disjoint with the
string structure list I, (line 7). Sincethis block is not inserted in the
substring yet, it is independert from the doubly linked list relation | the
heap functions next and prev yield the N ull value when applied to it (line
8). The cortent of the block nb is given in the line 9. It is obtained by the
character copying at the line 39 of the function implementation (listing 5.5).

The conditions in lines 10-12 show the way how the pointers are allo-
cated. Line 13 shows how the heapsare presened. Sincewe have created
the substring py, it changesthe heap-function f ir st at this place. Creation
of the new block nb may causeall the other heap-functionsto change.

Concerning the invariant for the secondloop, we add to the assertions
above the fact that the length of the new block equalsoffset. This corre-
spondsto the line 35 of the function implemertation listing.

I N \V.2_subStr ing

1 INV_2+ 3.subString ~ len(nb) = offset

Considerthe third loop'sinvariant. Sincewe copy the wholesu x of the
current block starting from the position start in this case,the length of the
new block is, simply, start positions lessthan the length of the block cby.

I N \.3_subStr ing

1 INV_2+ 3subString  len(nb) = len(ch,) start

Fourth Loop

During this loop which correspond to lines 60-79 of the function's listing
we processthe string's block structure until we nd the block which stores
the character at the position start + offset locally. We copy the traversed
through the loop blocks from the string to the substring. The following has
to be stated formally in order to specify the invariant:

1. The string is partitioned into the four parts (to be de ned later). The
initial (global) values of the positions start and offset are expressed
as formulas over the partition and the their local values.

2. The substring's structure is decomposedinto the head list (i.e. the
processedpre X) and the current block. The cortent of the substring
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storesthe processedso far characters of the string's content speci ca-
tion s; starting from the position %start.

Thus, the formal represeration of the loop invariant is as follows:

I N V_4_subStr ing

(9hdy; mdl;tl; hd, : String (ps; fir st; nexg prev;len;data;hd; mdl ch tl;s;)
A Ostart = start + len(hdy[i])
0 i< jhdyj
~ S(hdy) [ S(mdl) [ S()[ fecg  S(lpge )
A String (p2; first; next; prev; len;datg hd,  chy;
sy [Pstart: len(hdy[i]) + len(mdI[i]) 1]
0 ipjhdij 0 i< jmdj
A Opffset = len(mdl[i]) start + offset
0 i< jmdlj
" S(lpee )\ (S(hd2) [ fehpg) = 2
N S(hdy) [ fp2;cleg  S(allog
A S(hdy) [ fpo;ckeg\ S(%llog = ?
N Pres(pg;ffirstg) » Pres(hd, chy;fnext; prev,len;datag))
AN ch 6 Null » chy 6 Null
" p1 8 p2
" S(lpee )[ fP1g  S(allog)
~ S(%allog  S(allod
N res= NQERROR

Line 1 claims the string relation. The structure of the string is decom-
posedinto the four following parts:

1. The head part hd; storesthe pointers to the string's blocks from the
beginning up to the block which correspondsto the position start (not
including this block itself).

2. The middle list mdl. It correspond to the part of the string starting
right after the list hd; up to the current block. It storesthe pointers
to the blocks which are copiedfrom the string to the substring during
the loop.

3. The current block chy.

4. The tail list tl which contains all the other pointers to the string's
blocks up to the end of the string.

Note, that additionally line 1 state the existenceof the list hd,, which is
the \head" list for the substring. We bind this list by the sameexistertial
quanti er in order to have all the four lists (hd;, mdl, tl, and hd,) in one
scope.

Skipping the assertionsinherited from the previous invariants we con-
sider line 4. Here the relation for the substring is stated. The corntent of
the substring is speci ed asthe part of the string's cortent starting at the
position Ostart (i.e. the initial value of this variable). The end position of
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the interval is given as the the sum of all blocks' lengths of the head and
middle lists minus one. This is actually the position which corresponds to
the processedore x of the string.

Line 6 givesthe equation for the initial value of the variable offset in
terms of its current value and the middle list. Line 10 claims the separation
property which re ect the modi cations in the substring, while all the other
lines re ect either the allocation conditions of the assertion accunulated
from the previous invariants.

Fifth Loop

In the last loop of this function (lines 87-890f listing 5.5) we copy the char-
actersfrom the current block into the new block up to the local equivalent of
the position start+ offset. Clearly, this loop presenesall the accunulated
so far assertionsregarding the string and the substring. In the invariant
we neeto claim them, and the additional properties of the current block.
Therefore we reusethe fourth loop's invariant in the following way:

I N V_5_subStr ing

IN V4subStr ing
Anb6 Null » nb2 S(alloc) » nb62S(allod
A next(nb) = Null ~ prev(nb) = Null
A len(nb) = offset
A data(nb)[0:i 1] = data(chy)[0:i 1]
A Preg(nb;f next; prev; len; datag)

Lines 2-3 describe the properties of the new block | it has somenon-
N ull value, is allocated, and doesnot belongto any doubly linked list rela-
tion with respectto the heapfunctions next and prev. Line 4 givesits length
| offset, which re ect the line 84 of the listing 5.5. Finally, we specify in
line 5 the copied from the current block into the new block porting of data
whoselength isi. Line 6 additionally treats the separationof the new block.

5.6.4 Ranking Functions
First Loop

In the rst loop the value of the variable start decreasestrictly:

RAN K_1_subString

start

Second and Third Loops

The secondand the third loopshave the sametermination conditions. While
the variable i is incremerted its value is bounded by the length of the new
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block (lines 38-40and 49-51of listing 5.5). Therefore the ranking function
is:

RAN K_2+ 3_subString

len(nb) i

Fourth Loop

The situation with the termination of this loop is more involved. The reason
is that the only variable whose value is decremerted is offset, but this
decremen happensonly in the casethe testsin lines 62 and 66 of listing 5.5
give positive results. But we have to show the termination even if it is not
the case. For this purposewe usethe arithmetization of boolean expressions
technique. We introduce the arithmetization function:

De nition 5.3 (Arithmetization Function) The arithmetization func-
tion

A:B! N
interprets the boolean expressionx as follows:

A(X) def 1 if x= True
0 otherwise

Now we can construct the ranking function exploiting the arithmetiza-
tion function which will handle the unsuccessfulresults of the mentioned
above tests. The arithmetization function in this casewill yield 1 and 0 on
the consecutie loop iterations. Therefore the ranking function decreases.
Sincethe both tests in caseof the negative result lead to the branch where
the assignmem p2 = NULLs done,we canaccunulate them in the condition
p2 6 Null to be arithmetized. Thus, the ranking function is:

RAN K _4_subStr ing

offset+ A(p2 6 Null)

Fifth Loop

Due to the incremert of the courter i in this loop, the ranking function is
as follows:

RAN K_5_subString

1 offset i
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5.7 Function stringEqual

This function is supposedto compare two given strings according to the
lexicographical order. This order, also called the dictionary order, re ects
the way the words are placed in a dictionary: a sequenceof characters
aijay:::a, appearsin a dictionary beforethe string biby:::lky if and only
if the rst a which is dierent from b comesbefore by in the alphalet.
That assumesboth sequencedave the samelength. If it is not the case,
the shorter word is extendedwith \blank"sym bols. This \blank" symbol is
consideredas the minimum elemen of the alphabet. We will assumethe
standard ASCII order of symbolsin the alphabet.
The signature of the function is:

int stringEqual(string pl, string p2)

wherepl and p2 are the pointers to the string managersof respective strings.
The return codes of the function are:

EQUALwhich denotesthat the strings are equal.

LESS which occursin casethe rst string is lexicographically smaller
than the secondstring.

GREATERNhich occursin casethe rst string is lexicographically greater
than the secondstring.

5.7.1 Implemen tation
The algorithm consistsof the following steps:
1. Determine the length of the shortest string.

2. Compare two strings character by character while the processedpre-
xes of the strings are equal. As soon as the rst inequality of the
characters is detected return the result of this comparison. If it is
not the caseand the strings have equal lengths, then they are lexico-
graphically equal. Otherwise, the shortest string is lexicographically
smaller.

Recall, that we are aimed at the low-level algorithm that works directly
with string blocks. Motiv ated by this, we support three counters during the
secondstep of the algorithm:

1. The global position courter, which counts the elemerts of an abstract
string (string content).

2. The local position counter in current block of the rst string. It is
incremerted modulo the length of the current block, i.e. it is nulled
ewvery time we processthe last elemern of the block.
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3. The samekind of the local counter for the secondstring.

Listing 5.6 shaws the CO implementation of the algorithm.

Listing 5.6: Lexicographical comparison of two strings

1 int  stringEqual  (string pl, string p2)

2 f

3 unsigned int i, / global  position /

4 loc.il, loc.?2, / local positions /

5 sizel, size2 , /' lengths of the srings /
6 size; / the sorter string 's length
7 struct string-block c¢bl, «cb2; / current blocks /

8  bool match; [ "equality so far " flag /
9 int res; [/ return  result /

10

11 size =0u; i =0u;, loc.il =0u; loc.i 2 = 0u;

12 sizel = stringLength  (pl); size2 = stringLength  (p2);
13 cbl = pl >first ; cb2 = p2 >first ;
14

15 res = EQUAL
16 match = true ;
17 size = sizel ;

18

19 [/ Is the 1st string shorter ? /

20 if (sizel < size2 ) f res = LESS size = sizel ; ¢

21

22 |/ Is the 2nd string shorter ? /

23 if (size2 < sizel ) f res = GREATER size = size2 ; ¢

24

25 |/ Compare the strings as long as their prefixes are equal
26 while (i < size && match) f

27

28 [/ The character at position i in the 1st string is less
29 if (cbl >data [l oc.i1l] < cb2 >data] | oc.i2]) f
30 res = LESS match = false ;

31 g

32

33 /  The character at position i in the 2nd string is less
34 if (cb2 >data [l oc.i2] < cbl >data] | oc.i1l]) f
35 res = GREATER match = false ;

36 o]

37

38 /[ Global step /

39 i =i + 1u;

40

41 /  Local step in the 1st string /

42 if (loc.il + 1u == cbl >len) f

43 loc.il = Ou; cbl = cbl >next ;

44 g else f

45 loc.il =loc.il + 1u;

46 g

47

48 | Local step in the 2nd string /

49 if (loc.i2 + 1u == chb2 >len) f
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loc.i2 = 0u; cb2 = cb2 >next ;
g else f
loc.i2 = 1loc.i2 + 1u;
g
g
return  res;

We start with the declaration of the variables in lines 3-9 and their
initialization in lines 11-17. Thesevariables are:

Global position in the string (i ).

Local position in the current blocks of the rst (loc_il ) andthe second
(loc_i2 ) string.

Length of the rst (sizel) and the second(size2 ) string.
Length of the shortest string (size ).

Pointers to the current blocks in the rst (cbl) and the second(cb2)
string.

The ag that denotesthat the processedpre xes of the strings are
equal (match).

The return-result of the function (res).

The initial value of the result res is EQUALIn the lines 19-23 we de-
termine which of the strings is shorter and store this value in the variable
size . We needthis becausewe limit the number of the iterations of the
functions loop (line 26) by size | we leave the loop if either we process
the shortest string completely, or the characters being comparedat the last
iteration dier (i.e. match is false).

The body of the loop runs as follows. In the lines 28-31 and 33-36 we
comparethe characters at the positionsloc_il and loc_i2 in the current
blocks of the strings rst for the \less than" criteria, then for the \greater
than". The result of this comparisonsis stored in the variable res. Clearly,
if both tests yield the negative answers then res will hold the value from
the previous iteration. After the comparisonsare done we perform the step
in the string, i.e. incremert the global (line 39) and the local (lines 41-46
and 48-53) counters. The local counters are incremerted modulo the length
of the current block | if we processthe last character in the block we set
the local counter to zeroand jump to the next block of the string.
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5.7.2 Formal Specication

The state spaceover which we formulate the speci cation is:

= of (p1:Ref;ps: Ref;i :N;lociy : Njlocis @ N;
sizer : N;sizes : N;size: N;ch, : Ref,cly : Ref;match : B;res: Z):

Precondition

In the precondition we state the two string relations whosestructure is given
by the abstract lists of referenced; and I,, and the content by the abstract
lists of characters s; and s,. We supposethe object to be in the global
context, i.e. visible in all the assertionsregarding this function.

Formally:

P RE_str ing E qual

String (py; f ir st; next; prev;len;data;l1;s1[0:n  1])
A String (p2; f ir st; next; prev; len; data; l2; s;[0:m  1])

P ostcondition

In order to specify the postcondition of the function we needto formalize
the lexicographical comparison. For the characters ci;¢, 2 Char we will
write C; <jex Cp to denotethat c; standsbeforec, in the alphabet, i.e. c; is
lexicographically smaller than c,. We extend this notion to the strings by
interpreting <ex asthe following function:

De nition 5.4 (Lexicographically Less Than) Let s;[0 : n 1] and
s;[0: m 1] be abstact lists whose elements are of type Char, and let t
be the blank symhol of the alphalet, i.e. its minimal symiol. The lexic o-
graphic ally less then operator is a function

<lex:Lchar Lcpar ! B

such that
8
§9i2f0;:::;ng:(sl t™ M[0:i 1] = sy[0:i 1]
def N(se t™ Mi] <iex Seli] ifn m,
S1 <lex S2 = . , N MR
§9l2f0;:::;mg:sl[0:| 1]=(sx t )NO:i 1]

N sqfi] <jex (2 t ™ M)[i] otherwise

This de nition straightforwardly matchesthe idea pointed in the begin-
ning of the section| we extend the shorter string with the sequenceof
blank symbols and require the existenceof the position inside the strings
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sudh that the charactersdier in this position, but the pre xes up to this
position equals.

Thus, the postcondition states the three possible outcomesof the lexi-
cographical comparison of the strings:

P OST_str ing E qual

(s1<exS2 ! res= LES$
N(S2<iex S1 ! res= GREATER
Nsp=s2 | res= EQUAL

Extensions for Guards

The lengths of both strings' cortent speci cations are upper boundedby the
MAX_NAdonstart:

GUARD _E X T_str ing E qual

jsti MAXNATA jspj  MAMNAT

5.7.3 Loop Invariant

In the invariant for the function's loop (lines 26-54) we need to re ect,
basically, two facts:

1. We processthe string accordingto its block structure, and the string,
therefore, can be partitioned into the \head" list, current block, and
the \tail" list.

2. At ead iteration of the loop the result res storesone of the possible
values, namely, EQUALLESS and GREATERepending on the current
value of the ag match.

Formally, the loop invariant is as follows:

I N \_str ing E qual

8k 2 f1;2g:
(chk 8 Null ! 9hdy;tlg:String (pg;fir st; next; prev; len;data; hdx che tlg;sk)
P
Nz len(hdg[i]) + loc.ik)
0 i< jhdyj
Ak = Null T i = jsgj)

A(match ! s1[0:1 1]= sp[0:i 1]
" (jsa) = js2j ! res= EQUAL
N (jsij<jszj ! res= LES$
N (js2j < jsij ! res= GREATBR
A match 1 s5[0:1 2]= sp[0:1 2]
Nl 116 sp[i 1]
AN(spfi 1)< sp[i 1] ! res= LES$
N(sofi 1)< sqi 1] ' res= GREATHR
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We need to state the status of both string in the invariant and the
assertionsfor these strings have similar parts. Hence,we usethe universal
quanti cation over the indiciesk 2 f 1; 2g of the variables which correspond
to the rst and the secondsstrings, respectively (line 1 of the invariant
above). Thus, in lines 2-5 we considerthe two possiblevaluesof the current
block in the rst and the secondstrings.

If the pointer to the current block is not N ull , then it is located inside
the string betweenthe headlist and the tail list (line 2). The reasonfor this
partition and its details are the sameas for the function stringDeleteChar
(seesection5.4.3). Line 3 statesthat the current value of the global position
counter i is nothing but the sum of the block lengths of the head list and
the local position courter in the current block.

Conversely the N ull-value of the pointer to the current block indicates
that the string hasbeenprocessecompletely. Therefore, the global position
counter equalsin this caseto the length of this string's cortent speci cation
(line 4).

Further, in lines 5-12 we specify two outcomesdepending on the current
comparisonresult match.

Firstly, we considerthe casewhen match holds. The string's pre xes of
the length i are, therefore, equal (line 5). According to the de nition 5.4
the result of the lexicographical comparison(here | its intermediate value)
dependson the strings' lengths in this case. We specify the three possible
outcomesin lines 4-8.

Secondly we specify the casewhen match is false. Recall listing 5.6. We
exit the loop as soon as math doesnot hold. Therefore, we can conclude
that if match is falseat the current iteration of the loop, then it wastrue at
the previousstep. This implies that the string pre xes of the lengthi 1 are
equal (line 10). The result of the lexicographical comparison dependsthen
on the characters in the position? i 1. Lines 11-12 specify the possible
outcomes.

5.7.4 Ranking Function

During the loop the global courter i is incremerted until it reachesthe value
size. Therefore the ranking function is:

RAN K _str ing E qual

size i

5.8 Function stringFind

The functions seardiesfor the rst occurrenceof the one string in another,
starting at a certain position. The signature is:

2Recall, that we count characters in the string starting from 0.
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int stringFind(string pl, string p2, unsigned int pos)

where pl and p2 are the pointers to the string managersof rst and second
strings. We will refer to these strings as string and substring respectively.
The starting position for the seard in the string is given by the parameter
pos. The function terminates with the following return-values:

ERROR_INVALIBdicates that at least one of the strings is empty and
we are not able to perform the seart in this case.

ERROR_OUT_OF_BOUMSs in casethe sum of the pos and the
length of the substring is greater than the size of the string. In this
casewe are not able to match the substring with the su cien t portion
of the string completely.

ERROR_NOT_FOIidM&wurned if the substring was not found.

somenon-negative value x is returned in casethe substring was found
at position x.

5.8.1 Implemen tation

There are dierent algorithms for the string matching. The basic algo-
rithm runs in quadratic time and doesnot use additional space. Those al-
gorithms, that have asymptotically smaller time bounds involve additional
data structures to store the result of the string preprocessing(see,for exam-
ple, [CLRO3] section 32). Sincewe are not interested in handling additional
data structures, and therefore, formalizing them and accunulating the lem-
mata about their properties, which clearly increasethe veri cation time, we
implemert the basic algorithm.
The stepsof the algorithm are as follows:

1. Test for the rst two return-codes. If thesetests fail, nd the block
which correspondsto the position pos.

2. Start matching the string from the position pos and the substring
starting from the zeroposition character by character. If the substring
matchesthe string, return the starting position of the match.

3. Otherwise, incremert the starting position of the match, and repeat
step 2.

Logically steps2 and 3 areimplemented via the nestedloop. In the outer
loop we incremert the starting position of the match, and in the inner loop
we perform the consecutive matching of the strings.

Analogically to the function stringEqual we distinguish betweenglobal
and local positions. The global positions court the charactersin the abstract
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strings. The local counters store the positions of the characters we are
looking at in the current blocks.
Listing 5.7 depicts the CO implemertation of the function.

Listing 5.7: Seard for the substring

1 int  stringFind  (string pl, string p2, unsigned int pos)

2 f

3 unsigned int i, ], /  global counters /

4 locdi, locgj, / local counters /

5 rb.i, / rollback position /

6 sizel, size2 ; /' lengths of the strings /
7 struct  stringblock cbl, «cb2, / current blocks /

8 rb; ! rollback block /

9  bool match; [/ "equality so far " flag /
10 int res; / return  result /

11

12 res ERROR_NOT _FOUND;

13 sizel stringLength  (pl); size2 = stringLength  (p2);
14

15 if (sizel == 0Ou jj size2 == 0u) f

16 res = ERROR.I NVALI D;

17 g else f

18 if (sizel < pos + size2 ) f

19 res = ERROR_OUT_OF_BOUNDS;

20 g else f

21

22 i = pos; loc.i = pos; cbl = pl >first

23

24 [/ Find the block which corresponds to pos /
25 while (cbl >len <= 1loc.i) f

26 loc.i = loc.i cbl >len; cbl = cbl >next;

27 g

28

29 / Save the rolback block and local position /
30 rb = cbl; rb. = loc.;

31

32 [/ Loop over the string /

33 while (i + size2 <= sizel && res == ERROR.NOT_FOUND) f
34

35 cb2 = p2 >first ; j = O0u; locj = Ou;

36 match = true ;

37

38 [/ Loop over the substring /

39 while (j < size2 && match) f

40

41 if (cbl >data[loc.i] != cb2 >data] loc.j]) f
42 match = false ;

43 g else f

44

45 / Global step in the substring /

46 j =i + 1y

47

48 / Local step in the substring /
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g
g
g

return

=

(locj + 1u == cb2 >len) f

locj = 0Ou; cb2 = cb2 >next ;
g else f
locj = locj + 1u;
g
/|  Local step in the string /
if (loc.i + 1u == cbl >len) f
loc.i = 0u; cbl = cbl >next ;
g else f
locli = loc.i + 1u;
g
g
g
/  Rollback in case of mismatch /
if (match ) f
res =int (i );
g else f

g

/  Rollback and start matching again
if (rb. + 1u =7rb >len) f

rb.i = 0u; rb =rb >next;
g else f

rb.i = rb.i + 1u;
g
cbl =1rb; loc.i = rb.;

/ Global step in the string /
i =i + 1u

res;

/

The implemenrtation starts with the declaration of the variablesin lines
3-10 and consecutiwe initialization of someof them. Thesevariables are:

Global position in the string (i) and in the substring (j )

Local position in the current block of the rst (loc_i ) and the second
(loc_j ) string.

Local position in the rollback block (the description what the rollback
is seebelow) of the string (rb_i ). We start the repeated matching
from the position rb_i + 1 modulo the length of the rollback block in
caseof the mismatch.

Length of the rst (sizel) and the second(size2 ) string.
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Pointers to the current block of the rst (cbl) and the second(cb2)
string.

The ag match which denotesthat the processedpre x of the sub-
strings is cortained in the string.

The return-result of the function (res).

In lines 15-16we test whether the length of the string or of the substring
is zero. In caseit is, we signal this with the ERROR_INVALI®turn-value.
The lines 18-19 perform the test to nd out whether the parameter pos is
given su cien tly to perform the matching completely. If it is not the case,
we return the ERROR_OUT_OF_BOUNIBS

As the next step we seard the string in order to nd the block which
stores the character at the position pos (lines 24-27). This is done in
the samemanner asit was donein the previously described functions (see
stringDeleteChar , section 5.4 for example). As soon as we are done with
this, we save the pointer to current block in the string to the rollback block
variable rb, and the local position loc_i to the local rollback position rb_i
(line 30). This will allow usto make the rollback to the su cien t position
in caseof the mismatch in the future.

In line 33 we start the loop over the string. The substring is processed
from the very beginning at ead iteration of this loop, therefore the corre-
sponding parameters of the substring are initialized in lines 35-36. These
initialisations are followed by the loop over the substring (line 39). We test
the corresponding characters, namely the symbol at the position loc_i in
the block cbl and the character at the position loc_j in the block cb2, for
the inequality. If they dier, we set match to false, which implies that we
exit from the inner loop. Otherwise, we needto make a step in the string
and in the substring. We incremert the global position in the substring
(line 46) and the local positions in the substring (lines 48-53) and in the
string (lines 55-60). This incremerts are donein the samemanner asfor the
function stringequal (seesection5.7.1 for details).

After we exit the inner loop we needto determine whether we succeeded
in the matching and needto return from the function, or the previous match
was unsuccessfubnd we needto repeat it starting from the next position in
the string. This is done along the lines 64-79. If match holds, we store the
value of the position in the string (i ) converted to the integer type in the
result variable res (line 66). This type casting is necessarysincewe decided
that: i) the result of function res will sharethe negative error codes and
the positive non-error values,and ii) all the lengths and positions in all the
functions will be represented as unsigned integers. If match is false we do
the rollback to the position which is one character after the previously saved
rollback position (lines 69-75). The step to the next character in the string
(line 78) nishes the outer loop of the function.
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5.8.2 Formal Specication

The state spaceover which we formulate the speci cation is:

= of (p1:Ref;pz: Ref;pos: N;i:N;j :N;loci:N;locj : N;rbi:N;
size; : N;sizey : N;ch; : Ref;chy : Ref;rb: Ref, match : B;res: Z):

Precondition

The precondition is the sameasin stringEqual function:

P RE_string Find

String (py; f ir st; next; prev;len;data;l1;s1[0:n  1])
A String (p2; f ir st; next; prev; len;data; l2; s2[0:m 1)

P ostcondition

The postcondition re ects the specied above outcomes of the function
rather straightforwardly. It follows that the precondition of this function
have many nested branches and expressingthem via the implications will
look clumsy. In order to avoid this, we de ne the if :::then:::else :::
syntactic abbreviation:

Convention 5.5 LetXx, y, and z be logical expressions. Then

if x then y else zd:ef(x F W r(Gx ! 2).

With this notational convertion the postcondition looks as follows:

POST.string Find

if (n=0_m=0) then res= ERRQMVALID

else if (n< pos+ m) then res= ERRORUTOEBOUNDS

else if (9k:pos k7 sikim 1]='s;) then
(pos res” sjfressm 1]= s, 8k:pos k<res ! silkim 1]6 s;)
else res= ERRQROTFOUND

In line 1 we specify the casewhen one of the strings is empty. In line 2
we handle the casewhen the passedparameter pos doesnot t the lengths
of the string (n) and the substring (m). Lines 3-4 specify the casewhen
the substring is found starting from someposition kK  pos. The result res
stores then position at which the substring is found, and additionally we
claim that the substring could not be found at any position before, in the
range fpos;:::;res 1g. Line 5 nishes the specication by stating the
remaining outcome ERROR_NOT_FQUND
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Extensions for Guards

Recall that the return-result variable of this function is of integer type and
it can store negative error codes as well as non-negative positions. Hence,
we have to bound the strings' sizesby the MAX_INTonstart in this case.In
addition to that we bound the end position of the substring as well:

GUARD _E X T_str ing F ind

1 jS1j  MAXNT " pos+ jspj  MAXNT

5.8.3 Loop Invariants
First Loop

In the rst loop of the function (lines 25-27) we are searding for the block
in the string which correspndsto the position pos. The invariant for this
loop re ects three facts:

1. The string is partitioned according to the \head | current block |
tail' scheme (analogically to the stringDeleteChar  function, for ex-
ample).

2. Position pos is the sum of processedup to the current block block
lengths and the local position in this block.

3. The the string relation for the substring is presened during the loop.

Formally:

I NV_1_string Find

(9hd;tl :String(pl;l:t ir st; next; prev;len;data;hd chy tl;s;)
A pos= len(hd[i]) + loc.i)
0 i< jhdj
A (9l : String (p2; T ir st; next; prev; len; data; |; sp))

Thus, line 1 states the possibility of the string partition. Line 2 re ects
the fact that the global position pos correspondsto the local position loc.i
in the current block, i.e. the rst block after the list hd. Line 3 states that
the substring stays unchangedduring the loop.

Second (Outer) Loop

Recall, that the matching of the two strings is implemented via the nested
loop. The outer loop (lines 33-80)is essetially intendedto shift the starting
position i of the matching in the rst string. If the matching during the inner
loop fails, we return to the starting position in the string shifted one step
right. In order to expressthis idea formally we must state the following
facts in the invariant:
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1. The string is partitioned into the \head" and \tail* lists, such that
the rollback block is located betweenthem in the speci cation of the
string's structure.

2. The starting position of the match i is the sum of the block lengthsin
the \head" list and the local rollback position.

3. The relation for the secondstring is presened during the loop.
4. The substring could not start in the position rangefpos;:::;i 1g.

5. Depending of the result of the seard we either rollback, or return from
the function.

Formally, the loop invariant is as follows:

I N V_2_string F ind

(i + size, sizep !
(9hd;tl : String(py; f ir st; next; prev;len;datg,' hd rb tl;s;)

AN (res= ERROROTFOUND! i = len(hd[i]) + rb.i))
0 i< jhdj
A (91 @ String (p2; f ir st; next; prev; len; data; |; sp))
N(Bk:pos k<i ! si[kim 1]6 sp)

A (res= ERRQROTFOUND! chby = rb ~ loci = rb.i)
N (res6 ERROROTFOUND! sifi:m 1]= s, N res= i)

If the condition in line 1 holds then we are inside the loop. In this
casethe string's block structure is partitioned into three parts: hd rb tl.
This denotesthat the rollback block is inside the string (line 2). Recall
the function's implemertation. In caseof mismatch the result variable res
storesthe ERROR_NOT_FOtidP, and exactly in this casewe have to do
the rollback. Line 3, therefore, provides the equation which states how the
matching start position i is related to the local rollback position. Line 4
presenesthe secondstring relation.

Line 5 straightforwardly states the fact that all the previous attempts
to match the strings, i.e. starting at any position k, suc that pos k < i,
failed.

Line 6 re ects the assignmets at the line 75 of listing 5.7. Naturally,
in casewe are at the end of the outer loop and have a mismatch, we set
the current block of the string to the rollback block, and we set the local
position to the rollback position. Line 7 treats the opposite case,namely
when we found the substring inside the string. In this casewe store the
positioni in res.

Third (Inner) Loop

In the inner loop which corresponds to lines 39-62 we processthe strings
character by characterin orderto nd out whether they match together. We
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processthe string starting from the position i and the substring, logically,
from the very beginning. Sincethis processingrequires the traverse of the
strings' block structure, in the invariant we have to state the following:

1. Both strings are partitioned (the partition sdhemeis de ned below),
and the positions counters are expressedas equationswith respect to
the partitions.

2. The substring could not start in the position rangefpos;:::;i 1g.

3. In caseof match the position of the string of length j starting from the
position i equalsto the pre x of the substring of length j, otherwisethe
character at the position i + j in the string di ers from the character
in the position j of the substring.

We state thesefacts formally:

I N V_3_string Find

(j < sizey !
(9hd; mdl;tl : String(py;fir st; next; prev;len;data;hd mdl chby tl;s;)
A (mdl cby)[0] = rb
Nz len(hd[i]) + rb.i
0 i< jhdg P
Nitjo= len(hd[i]) + len(mdI[i]) + loc.i)
0 i< jhdj 0 i< jmdlj
A (9hd;tl : String (cpz;f ir st; next; prev;len;data; hd chy tl;s)
Nij= len(hd[i]) + locj)
0 i< jhdj
AN(Bk:pos k<i I sk:m 1]6 s)

N (match ! sqfi:j 1]1= s2[0:] 1))
N (:match ! sifi+j]16 sofj])

In the invariant we needto re ect that the string contains the rollback
block rb and the current block ch, at the sametime. According to the
algorithm thesetwo block initially , i.e. beforethe rst iteration of the inner
loop, coincide. During the loop execution, the position of the rollback block
stays unchanged. The current block is, oppositely, shifted to the right.
Therefore we slice the abstract list specifying the string's structure into the
following parts:

1. Headlist hd which contains the pointers to blocks beforethe rollback
block.

2. Middle list mdl which is initially empty, and then cortains the pointer
to the blocks between the rollback block and the current block. It
includes the rollback block.

3. Current block chy.
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Headlist (hd — mdl = Tail list (tl
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Figure 5.6: Partition of the string in the third (inner) loop of the function
stringDeleteChar  before the rst iteration (below) and during the loop
(above)

4. Tall list tl which contains the pointers to the blocks after the current
block.

The partition of the string with respect of these intervals is depicted in
Figure 5.6.

Thus, if we are inside the inner loop (i.e. the condition in line 1 of the
invariant above holds), the string is partitioned into four parts: hd, mdl,
chy, and tl (line 2). In line 3 we formally state the fact that the rollback
block either coincide with the current block (in casemd| = []), or is the
rst elemen of the middle list. Line 4 re ects, analogically to the outer
loop, the value of the global position courter i (the start position of the
matching). The next line is neededto connect the global counter of the
matching progressj with the local position courters.

In lines 6-7 we slice the substring according to our \ordinary" sceme,
i.e. into the three parts: hd, chy,, and tl, and expressthe global position
in the substring j in terms of processedso far blocks, and local position
courter. Line 8 states the samecondition as for the outer loop. Lines 9-
10 branch on the match | in caseit holds the portion of the string from
the position i up to the position j 1 equalsthe pre x of the substring of
length j; in caseit doesnot hold the charactersin the current position of
the comparisondi er.

5.8.4 Ranking Functions

First Loop

The rst loop strictly decreasesthe variable loci which we take as the
ranking function:

RAN K_1_string Find

1 loci
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Second (Outer) Loop

In the outer the two casesare possible: either the counter i is incremerted
(line 78 of listing 5.7) of we assignto the variable res the non-negative
value (line 66), which immediately violates the secondconjunct in the loop
ertrance condition (line 33). The counter i is incremerted until it becomes
equalto size; size,. Thus, the ranking function is:

RAN K _2_string Find

1 Size; sizey i

Third (Inner) Loop

In the ranking function for the last loop we exploit the arithmetization of
booleanstechnique in order to take into accourt the branch of the negative
test outcome (line 41-42). For the other branch we considerthe variable j
which is incremerted. Therefore, the ranking function is as follows:

RAN K _3_string Find

1 size, j + A(match)
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Chapter 6

Pro of of Veri cation
Conditions

In this chapter we sketch the proof stepsof the function stringDeleteChar
This function has two loops, and therefore its proof is enough complex to
illustrate all basicideasand techniqueswhich were usedduring the proof of
the library in the Hoare Logic environment. Firstly, we prove the partial cor-
rectnessof this function. Then, we show the argumerts for the termination.
We do not show the proofs for the conditions generateddue to the guards
since they are relatively simple and do not dier much from the subgoals
preseried in the example from section 3.3.

6.1 Review

Recall the precondition:

P RE _str ing D eleteChar

String (p;f ir st; next; prev;len;data;l, .. ;s[0:n 1])

Recall the postcondition:

P OST _str ing D eleteChar

(pos< n !
(91: String (p; f ir st; next; prev;len;data;l; s[0:pos 1] s[pos+1l:n 1))
" S(1) S(lhge )
" res= NOERROR
"N Pres(p;ffirstg) » Pres(l, .. ;fnext; prev;len;datag))
A(pos n !
String (p; f ir st; next; prev; len; data; |, .. ;S[0:n 1])
AN Preg([ ]; ffir st; next; prev; len; datag)
" res= ERRORUTOEBOUNDS

Recall the rst invariant:
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I N V_1_string D eleteChar
(9hd; tl: String (p;fir st; next; prev, len;data;hd cb tl;s)

A Opos= pos+ len(hd[i])
0 i< jhdj
N S(hd) [ fehbg S('él)J S(lere ))
N cb6 Null

AN Preg([ ];ffir st; next; prev; len; datag)
N res= NQERROR

Recall the secondinvariant:

I N V_2_string D eleteChar

(9hd;tl; a; b;c;d; e: String (p;f ir st; next; prev;len;data;hd cb tl;
s[0:23+ b 1] s[lat+b+l:atbt+c] s[a+tbt+c:n 1))
N gl0:a 1]= data(hd[i])[0:len(hd[i]) 1]
0 i< jhdj
Nglatatb 1] s[latb+1l:atbtc s[atbtc:atb+tc+d 1]
J = data(ch[0:len(ch 1]
N glatbtctd:in 1]= data(tl[i])[0:len(tl[i]) 1]
0 i< jtl]
" S(hd) [ felg[ S(t) Sl ))
A Preg(cb;fdatag) » Preg( ];ff ir st; next; prev; leng)
" res= NOERROR

We will refer to theseassertionssimply by the shorthandsPRE, POST,
INV.1, and | NV2. Sincethe function stringDeleteChar hastwo loopsthe
following v e veri cation conditions are generatedaccordingto the wealkest
precondition strategy (recall section 3.2.2):

1. Implication from the precondition to the rst invariant.
Presenation of the rst invariant.
Implication from the rst invariant to the secondinvariant.

Presenation of the secondinvariant.

o N

Implication from the secondinvariant to the postcondition.

We formalize these conditions in the respective section belowv and will refer
to their formal represenations by the aliasesVC_1 - VC5.

6.2 Showing the Partial Correctness

6.2.1 From the Precondition to the First Invariant

The rst veri cation condition we want to show is:
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VCl1

(PRE ~ pos<n ! INV;i[res:= NOERRQRb:= f ir st(p)])
A(PRE”pos n ! POST[res:= ERRORUTOEBOUNDS

We apply the substitutions and corntinue with showing the secondcon-
junct of VC_1.

Consider the postcondition POST. Sincethe assumption pos< n of its
rst implication is Falseit su ces to show only its secondimplication:

N(pos n !
String(p;f ir st; next; prev; len;data; |, .. ;S[0:n 1])
N Preg([ ], ffir st; next; prev, len; datag)
"N res= ERRORUTOEBOUNDS

This caseis also simple sincei) we have in the assumption PRE the string
relation we needto shav in POST, and ii) the heap functions were not
updated in this branch of the algorithm and, therefore, are the sameasthey
were in the precondition.
To show the rst conjunct of VC_1 we unfold the de nitions of String
and dList and obtain, after the elimination of quanti ers, the following:
PRE = :::~ List (fir st(p); next; I, .. )~ List (g;prev;| L )~ ..

' 'PRE

We instantiate the existertial quantiers in INV.1 with [] and
l.e [1:jlo e | 1] respectively and after simpli cation obtain:

INV1=
List (prev(f ir st(p)); prev;[]) ~ List (next(f ir st(p));next; I, . [1:jlo e ] 1)
AEirstp)g] SUone [1ijloge i 1) Sloee )~ First(p) & Null.

It is easyto seethat from singly list relations in PRE the equality

prev(f ir st(p) = prev(l, o [0)) = prev(l, & filqe j 1) = Null

follows from de nitions of List and Path. Hence, this shavs the rst list
relation in INV.1. The secondlist relation follows from PRE since the
former is a subformula of the latter.

To show that ffirst(p)g[ S(lpee [1:lore] 1)  S(l, . ) We exploit
the fact f ir st(p) = I, .. [0] from which we concludethat first(p) I, [1:
jIPREj 1])) = IPRE '

The last conjunct of I N V_1 follows from PRE by de nitions of List and
Path | referenceswhich occur in theserelations must not be N ull. Since
all conjuncted terms in the conclusion of VC_1 hold the rst verication
condition holds.
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6.2.2 Preserv ation of the First Invariant

The secondveri cation condition is:

VC2

INV;~ pos len(ch ! INVi[ch:=next(ch;pos:= pos len(cb)]

Let us refer to INV_.1[cb ;= next(cb;pos ;= pos len(ch] after the
application of substitution asto INV.1% We eliminate the quarti ers in
INV.1 and instantiate the existertial quartiers in | NV.1° for head and
tail lists with cb hd and tI[1 : jtlj 1] respectively. This instantiation
re ects the traversal inside the structure speci cation list of the string |
on ead iteration of the loop we assignthe next block to the current one.
After arithmetic simpli cations and omitting conjuncts which occur in the
assumption of the implication in V C_2 we obtain:

INV.10=
String(p;f ir st; next; prev; len;data;hd cb next(ch tlI[1:jtlj 1];s)
AN S(hd) [ feb;next(chg[ S(t[2:jtlj 1])  S(l,.e ) ™ next(ch 6 Null

Unfolding the de nitions in | NV_.1 down to the level of Path one con-
cludesthat next(ch = tI[0]. Thereforehd cb next(ch ti[1:jtlj 1]=
hd cb tl andthe string relation in | N V.1°holds. Nearly the samereasoning
provesthe secondconjunct of | N V.19

To shawv condition next(ch 6 Null recall the Path de nition. All the
referencesin the path must not be N ull. Therefore next(ch = tI[0] implies
next(ch 6 Null. This nishes the proof of VC2.

6.2.3 From the First to the Second Invariant

The third veri cation condition we want to show is:

VC3

INVy ™ pos<len(ch ! INV,

We instantiate the existertial quanti ers in I NV_2 for the head and tail
lists with hd and tl, respectively. We instantiate the existertial quarti ers
for the string intervals exactly with the samevaluesas ibis speci ed in sec-
tion 5.4.3. Togetherwith the assumption °pos= pos+ i< jhaj l€NChd(i])
from I NV.1 equations for the string intervals result in ¢ = 0 in INV.2.
Therefore the part sfa+ b+ 1: a+ b+ c] of string speci cation in INV2
boils down to []. With this simpli cation the string relation in INV2 is
equivalent to the string relation of implication assumption in VC.3 and
therefore holds.

To shaw the conditions about the equality of implementation and spec-
i cation of the string parts in I NV2 we unfold the de nition of String in
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I N'V_1 obtaining:

K
INVI = 117 s= data(hd [i])[0:len(hd [i]) 1]

0 i<jhd 1
d%ta(cb)[o ‘len(ch 1]
data(tI[iD[0 : len(tI[i]) 1]~ ::::
0 i< jtl]
Consider the string intervals. It turns out that

P , P ,
a= len(hd[i]) = len(hd 1[i]).
0 i< jhdj 0 i<jhd 1j

Hencethe condition for the rst string interval

s0:a 1= °  data(hd ‘[0 lenthd 1[]) 1]
0 i< jhd 1

follows from | NV_1. Analogously to the equality

P P
a+ b+d= len(hd[i]) + len(cbh = len(hd 1[i]) + len(cb
0 i< jhdj 0 i<jhd 1

we are able to shav
sla:a+ b+ d 1]= data(ch[0:len(ch 1].
Finally from

P P
n=a+b+d+e= len(hd 1[i]) + len(cb + len(tl[i])
0 i<jhd 1 0 i< jtl]

and I N V.1 the condition for the last string interval
J
sfat b+d:n 1]= data(tI[iD[O : len(tI[i]) 1]
0 i< jtl]

follows.
The part of the proof which correspondsto the separation properties is:

Pregq[ ], ff ir st; next; prev; len;datag) !
Pres(cb;fdatag) » Preg( ];ff ir st; next; prev; leng).

Clearly, it is easyto show since we have the constancy of the heap-
functions for all the referencesn the assumption of the implication, and we
imposerestrictions on this set of referencesin the conclusion.

The remaining conjuncts of | N V.2 are obvious since they occur in the
assumption | N \V_1 of the implication in VC_3.
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6.2.4 Preserv ation of the Second Invariant

The fourth veri cation condition to be shown is:

VC4
INV,~ pos<len(ch 1 ! |NV;y[pos:=pos+ 1;data(ch[pog:= data(cbh[pos+ 1]]

We will refer to the conclusion of this verication condition
I NV 2[pos:= pos+ 1;data(ch[pog := data(ch[pos+ 1]] after the applica-
tion of substitution asto | NV.2° We instantiate the existertial quarti ers
in 1N V.2°for the head and tail lists simply with hd and tl. We instantiate
the quarti ers for string intervals a; b;c;d; and e with a;b;c+ 1;d 1; and e,
respectively. This re ects the progressof shifting charactersin the current
block of the string.

With the arithmetic simplication and omitting the trivial conjuncts
which follow immediately from the implication assumptionsof V C_4 we have
to shaw the following facts.

The rst is the existenceof string relation:

String(p;f ir st; next; prev;len;data;hd cb tl;
s[0:atb 1] slatb+l:a+tb+tc+1l] sfatb+tctl:n 1]).

Note that data denotesthe function after the function update causedby the
substitution [data(cb[pog:= data(cbh[pos+ 1]].

The secondcondition we are to show refersto the string interval which
correspondsto the current block:

sla:atb 1] s[latbtl:at+btc+1] s[latbtc+tl:a+b+tct+d 1]
= data(ch[0: pos 1] data(ch[post 1] data(ch[post 1:len(ch 1].

Actually one seesthat the rst condition can be reducedto the second
one. The reasonis straightforward | during the loop execution the head
and tail parts of the string stay unchanged. The equalities betweenimple-
mentation and speci cation sidesof these parts are the samein I NV2 and
INV2° With this fact and the secondcondition we can show the rst con-
dition simply by unfolding the String de nition. Thus, we continue with
the proof of the secondcondition.

Let us rewrite the equality of the speci cation and implementation sides
of the string part which correspondsto the current blocks from INV2 as
SiNv2 = data nv2 Where:

SiNve = S[la:at+b 1] s[la+tbt+1:a+b+c]
slatb+c] slatb+tc+l:a+btc+td 1]
datayv2 = data(ch[0: pos 1]

data(ch[pog data(ch[pos+ 1:len(ch 1]
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String speci cation in I NV, String speci cation in I NV}

SINV: / \‘

. - .

| VC,y ;
datayv,
String implemertation in I NV, String implemertation in | NV;

Figure 6.1: Presenation of the string relation during loop iteration

Considernow the diagram in gure 6.1. The equality s|nv2 = data;nv2
transforms through the implication in veri cation condition VC.4 to the
equality of the condition we are shawing s, nv20 = data yv.20 Where:

Sinv2e = S[la:at+tb 1] s[a+b+1:a+btc]
slat b+c+1] s[atb+tc+l:a+btc+d 1]
data(ch[0 : pos 1]
data(ch[pos+ 1] data(cbh[pos+ 1:len(ch 1]

data| N V.20

Contracting the common parts concatenated on the respective sides
of equalities simpli es the implication s yv2 = dataynve ! Sinvoo =
data, Ny voo to s[a+ b+ ¢]= data(cb[pog ! s[a+ b+ c+ 1]= data(ch[pos+ 1]
which clearly holds. Thus V C_4 is shown.

6.2.5 From the Second Invariant to the Postcondition

The last veri cation condition we are to show is:

VC5

INV,~ pos len(ch 1 ! POST[len(ch:=len(ch 1]

Let us considerthe casewhen we do not delete the current block from
the string, i.e. it is not empty. The correctnessof the other casefollows
from the correctnessof dList_block Delete function and nearly the same
kind of reasoningwe preseri here. We start with the quarti er elimination
in I NV.2 and substitution application to POST.

The postcondition POST brancheson the value of pos. Sincethe case
pos n is handled in the rst verication condition VC_1 we treat here
only the latter case,i.e. pos< n. We instantiate the existertial quarti er
in front of the string relation in POST with hd cb tl. On the termination
of the secondloop pos= len(ch 1 holds. We substitute this equation in
the equation for string intervals and therefore concluded = 1. In I N V.2 this
results in:
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sla:a+b 1] s[a+b+1:a+b+c s[a+ b+ c]= data(ch[0:len(ch 1].

We cortract the last character on both sidesof this equality and obtain the
relation betweenthe implementation and the speci cation of the string part
which corresponds to the current block in POST (after the substitution
[len(ch := len(ch 1]):

sla:a+b 1] s[a+ b+ 1:a+ b+ ¢]= data(ch[0:len(ch 2].

Sincethe other part of the string stay constart we concludethat the string
relation holdsin POST.

The separation properties in this veri cation condition are re ected in
the following implication to be shown:

Pres(cb;fdatag) » Pregq] ];ffir st; next; prev;leng) !
Pres(p;ffirstg) * Predl, .. ;fnext; prev,len;datag)).

Again, sincewe extend the range of the referenceson which the presenation
doesnot hold, the implication holds.

The remaining facts we have to shav, namely S(hd cb tl) Sl )
and res= NOERROBIlow directly from the assumption| N V_2 of the veri-
cation condition implication. Hencewe concludeV C5.

6.3 Termination Pro of

6.3.1 First Loop

The ranking function for this loop is pos. With ewery iteration of the loop
the position posis decremetted by len(cb. Therefore, the condition for the
termination of this loop is:

TERMINATIONZ

pos len(ch < pos

It holds since from the string relation if follows that len(ch always
greater than zero.

6.3.2 Second Loop

The ranking function for this loop is len(ch pos The position pos is
incremerted at every loop's iteration. The termination condition, then, is
as follows:

TERM INATIONZ2

len(ch (pos+ 1)< len(ch pos

It obviously holds.
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Chapter 7

Summary

In this thesiswe presened a soundbasisof Hoare Logic rules which underline
the formal reasoningabout programswritten in CO programming language.
Theserules are the lite version of the proof systemembeddedin the Hoare
Logic ervironment by Scirmer [St05]. In the spirit of Mehta and Nip-
kow [MNO4] we formalized the notion of referencesand pointer structures
in a way that the Hoare Logic rules stay applicable. We introduced a vari-
ety of predicateswhich allow usto reasonabout the correctnessof complex
pointer structures formally. Our de nitions of these predicates straightfor-
wardly re ect the recursive de nitions in the theories of the computer aided
veri cation ervironment in Isabelle/HOL [Sc04].

As a next step we described the implementation of a data structure for
strings. We presened the formal model of a string which allows to decide
whether an implementation of a string meetsits speci cation at any point
of program execution. We implemented the desired algorithms on strings
and annotated our implementations.

We continued with the formal speci cation of the functions from the
library. We presened these speci cations exploiting abstract mathematical
notation which, on the one hand, is able to re ect all the basicideasof the
speci cations in Isabelle/HOL, and, onthe other hand, is su cien tly exible
to omit computer aided details which are hard to read. Each of the loops of
thesefunctions was supplemened with a su cien t invariant and a ranking
function. The speci cations aswell asinvariants were described in details.

Finally the complete veri cation processof one of the functions was
shonvn. We pointed out veri cation conditions obtained by the veri cation
condition generatorin the Hoare Logic environment of Isabelle/HOL which
appliesthe Hoare Logic rules automatically. We concludedwith the sketches
of the proof for theseveri cation conditions. In the thesiswe tried to show
only the key ideas of the veri cation of algorithms on pointer structures.
Therefore our paper-and-pencil proofs should be understood as skeletons
for the full proofsin Isabelle/HOL which involve much more formal details.
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